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Fig. 1. Method—Sociotechnical audits evaluate algorithmic systems through a sociotechnical lens, evaluating
the technical system and its impacts on users as both influence each other. Intervenr System—We introduce a
platform for deploying longitudinal, browser-based, user-centered sociotechnical audits with paid participants.
Case Study—We conduct a two-week sociotechnical audit of targeted advertising (N=244).

Algorithm audits are powerful tools for studying black-box systems without direct knowledge of their inner
workings. While very effective in examining technical components, the method stops short of a sociotechnical
frame, which would also consider users themselves as an integral and dynamic part of the system. Addressing
this limitation, we propose the concept of sociotechnical auditing: auditing methods that evaluate algorithmic
systems at the sociotechnical level, focusing on the interplay between algorithms and users as each impacts the
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other. Just as algorithm audits probe an algorithmwith varied inputs and observe outputs, a sociotechnical audit
(STA) additionally probes users, exposing them to different algorithmic behavior and measuring their resulting
attitudes and behaviors. As an example of this method, we develop Intervenr, a platform for conducting browser-
based, longitudinal sociotechnical audits with consenting, compensated participants. Intervenr investigates
the algorithmic content users encounter online, and also coordinates systematic client-side interventions to
understand how users change in response. As a case study, we deploy Intervenr in a two-week sociotechnical
audit of online advertising (𝑁 = 244) to investigate the central premise that personalized ad targeting is
more effective on users. In the first week, we observe and collect all browser ads delivered to users, and in
the second, we deploy an ablation-style intervention that disrupts normal targeting by randomly pairing
participants and swapping all their ads. We collect user-oriented metrics (self-reported ad interest and feeling
of representation) and advertiser-oriented metrics (ad views, clicks, and recognition) throughout, along with a
total of over 500, 000 ads. Our STA finds that targeted ads indeed perform better with users, but also that users
begin to acclimate to different ads in only a week, casting doubt on the primacy of personalized ad targeting
given the impact of repeated exposure. In comparison with other evaluation methods that only study technical
components, or only experiment on users, sociotechnical audits evaluate sociotechnical systems through the
interplay of their technical and human components.

CCS Concepts: •Human-centered computing→Human computer interaction (HCI); Interactive systems
and tools; Collaborative and social computing systems and tools.

Additional Key Words and Phrases: algorithm auditing, algorithmic fairness, online advertising
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1 INTRODUCTION
The need to consider the human dimension of computational systems—how systems are used
in practice, by whom, and to what end—is a central premise of research in Computer Supported
Cooperative Work (CSCW). The idea of a sociotechnical system is a prime example of this lens.
While computer scientists commonly define a system in terms of its technical components, a
sociotechnical frame expands the view of a system to include the critical interaction between
technology and people [14]. For example, when we consider an online advertisement platform as a
sociotechnical system, we consider not just an algorithmic system that stores, ranks, and renders
online ads, but also the end users who may interact with ads, be influenced by their content, and in
turn influence how the algorithm functions.
Algorithm auditing has emerged over the last decade as a powerful and important tool for

understanding black-box algorithmic systems and the content they output [63]. Algorithm audits
are evaluations of existing algorithmic systems generally conducted by an external party, with
the goal of identifying disparities with respect to a set of existing policies (often legal or ethical
obligations). They do so by querying the system with different inputs and measuring its outputs to
draw inferences about the system despite limited visibility into it [47]. Algorithm audits have proven
especially effective for investigating pre-specified biases in the outputs of individual platforms;
notable examples include audits of racial bias in algorithmic risk tools used in legal settings [3],
and gender and racial bias in facial recognition systems [10]. Today’s algorithm audits are powerful
tools for evaluating the technical components of a system and holding platforms accountable for
biases at the algorithmic level.

Taking a sociotechnical view, however, there are limits to what an algorithm audit can uncover.
While algorithm audits can reveal harmful patterns in a system’s algorithmic output or responses
to problematic user inputs, these audits are not designed to capture the substantial role of users in
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such systems. For example, an algorithm audit cannot capture how users interpret system outputs,
how those outputs might modify user behaviors and beliefs to alter their use of the system, or how
the system might change in response to changes in user behavior—especially over longer periods
of time and at scale [39, 40].

The Sociotechnical Audit Method. In this work, we argue that algorithm auditors seeking to under-
stand the behavior of an algorithmic system would benefit from taking a sociotechnical approach
that examines not just technical outcomes, but also the human outcomes that are so tightly coupled
with them. Along those lines, we propose the concept of a sociotechnical audit (or STA), which
mirrors the shift from studying purely technical systems to conceiving of some systems as so-
ciotechnical and studying them accordingly. In addition to auditing the technical components
of a system as with existing algorithm audit methods, a sociotechnical audit also evaluates the
human portion of the system by conducting experiments that systematically intervene upon a
user’s experience with an algorithm as the two interact. This method provides an opportunity to
widen the lens that auditors use when identifying their object of study, shifting from the algorithm
itself to the broader sociotechnical context in which that algorithm is situated.

Intervenr: A System for Sociotechnical Auditing. It is challenging to instantiate this kind of audit:
just as algorithm audits must gain an understanding of technical components by probing them
with varied inputs and observing outputs [47], sociotechnical audits must gain an understanding
of human components by exposing users to varied algorithmic behavior and observing the impact
on user attitudes and behaviors. And, as with all audits, auditors must do so without the ability to
directly manipulate the algorithm or its users. Most current work that falls within our definition of
sociotechnical auditing bridges this gap by pairing algorithm auditing with separate controlled
experiments on users (i.e., auditing ad content users see in-browser and then running separate
experiments outside the browser to study responses to different ad content). While valuable, we
believe that these kinds of STAs can become much more impactful when they investigate the
interplay of both the algorithm and its users as they interact in the real world. To audit the user
side of a sociotechnical system at the same time as the algorithm, we can coordinate systematic
client-side interface modifications—for example, auditing an ad targeting algorithm by collecting
ad content in users’ browsers, and simultaneously experimenting on them by altering the ads they
see before the ads are delivered to them.

We develop a system called Intervenr that allows researchers to conduct sociotechnical audits in
the web browsers of consenting, compensated participants. Comprising a browser extension and
web application, Intervenr is designed to perform sociotechnical audits in two phases. In the initial
observational phase, Intervenr collects baseline observational data from a range of users to audit the
technical component of the sociotechnical system. Then in the intervention phase, Intervenr enacts
in situ interventions on participants’ everyday web browsing experience, emulating algorithmic
modifications to audit the human component.

Case Study: Targeted Advertising. We demonstrate the value of sociotechnical auditing by deploying
Intervenr on a case study of online advertising, investigating targeted ad content and its impact on
users. To do so, we integrate an open-source ad blocker into the Intervenr system that identifies
image and text advertisements loaded in users’ browsers across all websites visited, and recruit 244
participants to use the system for a two-week audit study. Prior audits of targeted advertising have
focused on the technical side of the equation, identifying problematic behaviors in ad targeting
systems, such as user privacy leaks and biased ad distribution [21, 29, 64]. However, the impact of
these systems on users remains notoriously opaque [65]. This state of affairs is largely intentional
on the part of ad intermediaries, whose control of the marketplace is strengthened by a lack
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of transparency [25]. Given this opacity and ad targeting’s reliance on invasive data collection
and inference practices, questions remain regarding how targeted ad content impacts users over
time, and whether its costs are justified—questions that require a sociotechnical approach to
answer. Building on past audits of ad targeting, we use Intervenr to conduct an STA studying real
users’ behaviors and beliefs in the context of their targeted ads, and how those users respond to
an alternative ad delivery algorithm. To investigate the assumption that personalized targeting
performs better with users, we design and deploy an ablation-style intervention: after collecting a
baseline for each participant’s ads, we randomly pair participants in the study and swap all their
ads, disrupting normal targeting. This ablation allows us to measure the effect that targeted ads
have on users and the extent to which user responses to ads are degraded after we break targeting.

In the first week of our case study, we passively observe all ads delivered to participants. This tra-
ditional audit portion of our study allows us to measure canonical metrics like views and clicks, but
also important dimensions at the locus of the user, like users’ interest and feeling of representation
as they relate to ad targeting. In the second week, we randomly pair participants, swapping each
participant’s ads with ads originally targeted to their partner. In addition to observing user behavior,
we conduct participant surveys after each study phase that cover a subset of the ads collected;
together, these produce both user-oriented metrics (ad interest and feeling of representation in ads)
and advertiser-oriented metrics (ad views, clicks, and recognition). Over the two-week study, we
collect over 500,000 advertising images targeted to our study participants. Overall, we find that
participants’ own targeted ads outperform their swap partners’ ads on all measures throughout the
study, supporting the premise of targeted advertising. However, we also observe that swap partners’
ads perform more highly with users at the close of the study (after only a week of exposure) than
at the midpoint (before participants were exposed to their partners’ ads). This is evidence that
participants acclimate to their swap partners’ ads, suggesting much of the efficacy of ad targeting
may be driven by repeated exposure rather than the intrinsic superiority of targeting. While an
algorithm audit could reveal whether today’s existing targeting methods provide user benefit, our
sociotechnical audit allows us to discover how that user benefit changes in response to alternative
algorithmic methods. In particular, this approach reveals that user sentiment toward ads may
be more malleable than we expect, and casts doubt on the necessity of hyper-personalized and
privacy-invasive targeting methods.

Contributions. In summary, our paper introduces three main contributions:

• The sociotechnical audit. We introduce the concept of sociotechnical auditing: methods
which extend algorithm auditing’s focus on technical components to additionally audit the
human components of a sociotechnical system.

• The Intervenr platform. We design and develop a platform for conducting sociotechnical
audits. This system coordinates observation and in situ interventions in participants’ web
browsers to emulate modified algorithm behavior and measure its impact on users.

• An sociotechnical audit of targeted online advertising. We use Intervenr to audit
targeted in-browser advertising in a two-week sociotechnical audit (𝑁 = 244). Using an
ablation-style intervention that disrupts ad targeting, we investigate the assumption that
targeted advertising performs better on users.

By conducting audits that conceive of algorithmic systems as sociotechnical and investigate both
their technical and human components, we can form a richer understanding of these systems in
practice. Sociotechnical audits can aid us in proposing and validating alternative algorithm designs
with an awareness of their impact on users and society.
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2 RELATEDWORK
Sociotechnical auditing emerges from a combination of literatures on algorithm auditing and other
experimental methods. In this section, we first cover algorithm auditing, which tends to comprise a
technical audit, but not a user audit. Then, we describe several user-centered evaluation methods,
which usually carry out user audits, but not technical audits. Throughout, we note exceptions that
combine both perspectives, and which we would consider sociotechnical audits. When possible, we
use examples of work on targeted advertising specifically to situate our case study amidst prior
research in this space.

2.1 Algorithm Auditing
A unifying feature of auditing since its inception—including algorithm, sociotechnical, and even
social science or financial audits—is the end goal of accountability. An audit holds an entity ac-
countable by conducting an evaluation with respect to a set of policies (often legal or ethical
obligations) [22]. Algorithm auditing is a particular auditing method commonly used to study
technical systems. Inspired by audit studies in the social sciences, whose goals were to enforce
non-discrimination law, algorithm audits are often used to uncover bias or discrimination [63].
These need not be the only policies studied; holding ad intermediaries accountable regarding
their claims about the efficacy of targeted ads is one example. Notable algorithm audits have
previously studied algorithmic systems in domains including employment [12, 13], housing [6, 19],
web search [30, 32, 46, 61], healthcare [53], and facial recognition [10, 57]. Advertising is another
popular domain for algorithm audits, as reviews of the space have found [8] and as references
throughout this section will demonstrate.
All sociotechnical audits must contain an algorithm audit to understand the technical aspect

of the system, but most algorithm audits do not include an audit of users. One reason for the
absence of real users is that not all technical systems are viewed as sociotechnical—though we
would encourage future auditors to consider that lens. For instance, Gender Shades, a high-profile
audit of facial recognition algorithms’ performance on faces of different gender presentations
and skin tones, initially strictly considered the performance of the technical systems, not their
production or use in practice [10]. However, followup work from the same authors found that
disclosing biases to the responsible companies led them to build less biased products, which we
would consider a sociotechnical audit of the process of engineering facial recognition systems.
That followup included not only an audit of various software systems, but also an audit of how the
people building those products acted differently in response to auditor pressure [57].

Often, auditors choose to exclude real users from an audit to achieve greater experimental control
and thus a stronger technical audit. Much work in this space has collected data using sock puppet
accounts and other researcher-fabricated data collection strategies. One of the first such studies,
from 2015, addressed bias in Google’s ad targeting. Researchers built a tool called AdFisher to run
experiments studying the impact of Ad Settings and user behavior on the ads received by sock
puppets [17]. The use of sock puppets allowed researchers to evaluate the algorithm in the context
of identical user behavior. AdFisher revealed some biases in Google’s ad targeting, for example
that accounts registered as male received more ads for high-paying jobs. Later work used sock
puppets to study gender and racial biases in housing ads with similar results [6]. Recent research
isolated the impact of perceived demographics in ad images on ad delivery algorithms by carefully
controlling ad imagery through synthetic image generation [29].
In other cases, auditors may choose to audit only the technical aspect of a system when the

technical results alone constitute serious user harm, or when user impact is infeasible or unethical
to study. Algorithm audits have found biases against women in resume ranking sites [12], and
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that Google Search queries for Black-sounding names were more likely to result in ads suggestive
of an arrest record than searches for white-sounding names [69]. Such results have obviously
problematic implications, even before proceeding to study user impacts in practice. Other audits
demonstrated that Facebook’s advertiser controls allowed discriminatory targeting of employment
and housing ads [4, 67] and created gender-, racially-, and politically-biased audiences in response
to advertiser content [1, 2, 34, 64]. Most work in this space has focused on Facebook’s ad systems,
but researchers have found similar results auditing the ad targeting systems of other platforms like
Google, LinkedIn, and others [11, 26, 71]. These audits did not evaluate how the tools were used in
practice by advertisers or the downstream impact of these ads on people. Nevertheless, enabling
such discrimination violates U.S. anti-discrimination law, and led to a lawsuit brought by the U.S.
Department of Housing and Urban Development, not to mention public outcry [9]. Finally, in some
cases, a full sociotechnical audit may be impossible: investigative journalists auditing the use of an
algorithm in bail and sentencing decisions could not have experimented on the human users of the
algorithm (judges) by having them make rulings using a range of different algorithms for obvious
ethical and logistical reasons [3].

2.1.1 Crowdsourced Audits. Recently, more audits have started to include end user perspectives, for
example by collecting data directly from users (a method known as crowdsourced or collaborative
auditing) [35, 51, 63], or by empowering users themselves to run their own audits [33, 66]. Such
audits generally collect real user data, for example by running search engine queries and collecting
the results on users’ machines [61] or collecting the ads shown to users in their own Facebook
feeds [18]. Despite the presence of real users, carrying out a user audit using these techniques
is challenging, since auditors typically lack access to modify the system. In a recent example,
researchers took a crowdsourced auditing approach to measure ad targeting at scale; they both
audited the technical system and investigated user perceptions of targeting, but they did not have
access to modify the technical system and measure how user perceptions might change [74]. Mozilla
has been active in this space with two projects, RegretsReporter and Rally. RegretsReporter crowd-
sources problematic algorithmic content from YouTube [49]. While it considers user experiences,
RegretsReporter similarly cannot modify algorithmic behavior and thus does not carry out a user
audit. On the other hand, Rally collects participants’ browsing data, allows approved researchers
to access aggregate data, and can also run lightweight in-browser experiments that modify user
experiences [50]. Given their dual capabilities to audit algorithms and audit users, we view Rally
experiments as instances of sociotechical audits.

2.2 User-Centered Evaluation Methods
As audit scholars outside the technical setting have noted, auditing practices may share method-
ological similarities with other evaluation practices, though the positionality and goals of auditors
generally differ from those of other evaluators [55]. Below we examine several other user-centered
evaluation methods and their relationship to sociotechnical auditing.

2.2.1 Descriptive Methods. Descriptive methods like surveys can provide valuable insight into the
users of a sociotechnical system, and they can sometimes act as user audits when they probe users
with various inputs to observe their responses. These methods have been valuable in studying
targeted ads, including research on user beliefs and behaviors around ad blockers [38], as well
as research characterizing and taxonomizing what users perceive as problematic ads [73]. Other
descriptive methods include interviews with users. For example, in a study that surfaced to partici-
pants specific targeted ads and the inferences on which they were based, researchers found that
some inferences were considered “creepy” and that others caused people to feel disillusioned with
the power of the algorithm [20].
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2.2.2 Randomized Controlled Trials and Field Experiments. Randomized Controlled Trials (RCTs)
are a method used in a wide range of disciplines to run experiments. When researchers seek
to draw causal claims in the face of factors they cannot directly control, RCTs provide control
through randomization. They are an effective and frequently used strategy to understand users
of sociotechnical systems, and can be considered audits of user behavior. For example, in the ads
domain, past work investigated the efficacy of affiliate advertisement disclosures on social media
platforms by conducting randomized controlled experiments that presented differently-worded
disclosures to crowdworkers [37]. Researchers have also compared participant responses carefully-
matched targeted ads and search ads as well as random products to investigate whether behavioral
advertising indeed provides value to consumers [65]. When RCTs are conducted in naturalistic
real-world settings, they are called field experiments. These are often conducted in sociotechnical
settings to powerful effect; one notable example from researchers at Facebook measured the degree
to which different social cues influenced users’ responses to Facebook ads [7].

While less common, there are some prior examples of studies that carried out sociotechnical audits
by pairing algorithm audits with a randomized experiment on users. For example, one algorithm
audit identifying gender and racial biases in search results subsequently performed controlled
experiments that presented users with different search results [45]. Another recent example paired
a fact-checking intervention field experiment with an algorithm audit that investigated the second-
order effects of altered user behavior on algorithm behavior [40].

2.2.3 A/B Testing. Designed to conduct online experiments with users of a technical system, A/B
tests randomly assign users to either an ‘A’ or ‘B’ condition to compare outcomes. They are notable
among other types of experiments because they study sociotechnical systems, can be rapidly
deployed, and are low in cost (since they utilize existing users of a system rather than enrolling
paid participants as in most RCTs) [31]. Unlike a true field experiment, however, the goal of an
A/B test is to identify the more successful of two options given some predetermined definition of
success. As a result, they need not have an a priori hypothesis, nor a treatment and control group,
and their progress is often monitored in real time, an approach that is inappropriate in a formal
statistical setting [27].
The A/B testing method can be applied to carry out sociotechnical audits because it can be

used (1) to investigate the efficacy of a technical system by subjecting it to different user segments
(akin to an algorithm audit) and (2) to understand users by exposing them to different versions of
a technical system (a user audit). However, the two methods have different goals and therefore
suggest different implementation choices. Since accountability is a central goal of auditing, audits
are conducted without internal system access. Audits led by independent third parties are the gold
standard, either as a willful choice to maintain credibility or as a matter of necessity when auditors
have not been granted permission to perform their audit [47].1 Additionally, in domains such as
targeted advertising where the audit target may in fact be a conglomeration of many different
systems rather than a single platform, it is simply not reasonable to assume internal access to all of
the necessary systems. Auditors, therefore, need to audit the system as part of their sociotechnical
audit, unlike A/B testers who already have direct system access and understanding. These different
motivations would also usually lead auditors and A/B testers to run different experiments on users,
and do so with a different level of scientific rigor.

2.2.4 Design Interventions. Design interventions are another form of user experimentation that
tests alternative designs to investigate their impact on users, a form of user auditing. The concept
of a design intervention is very broad, as “designs” can encapsulate any range of technical and

1Some recent work has discussed methods to facilitate effective internal audits [58], but this strategy is not always possible.
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Method Algorithm Audit User Audit Sociotechnical Audit

Crowdsourced Audits ✓ ( ✓ ) ( ✓ )
Other Algorithm Audit Methods
(see Sandvig et al. [63])

✓ ✗ ✗

Descriptive Methods ✗ ( ✓ ) ✗

Randomized Controlled Trials ✗ ✓ ✗

Field Experiments ✗ ✓ ✗

Design Interventions ✗ ✓ ✗

A/B Tests ( ✓ ) ✓ ( ✓ )

Table 1. Sociotechnical Audits (STAs) are defined as the combination of both an Algorithm Audit covering the
technical aspects of a sociotechnical system and a User Audit covering the social, user-oriented components.
We situate existing methods with respect to this definition, indicating whether a method does ✓, does not ✗,
or possibly ( ✓ ) includes each audit type. These methods can be adapted or combined to carry out an STA.

non-technical alterations acting in virtual or physical environments, and those subject to a design
intervention might be users of an online sociotechnical system, or they might be people inhabiting
a physical space [16]. Whereas descriptive methods, RCTs, field experiments, and sociotechnical
audits take a scientific approach to understand users and the world, design interventions and A/B
tests tend to take the more opinionated approach of a designer or engineer primarily aiming to
achieve a certain outcome. For example, recent work tested design interventions that altered users’
Facebook feeds with the goal of increasing user productivity [36]. In the ads domain, recent work
in collaboration with the FTC experimented with different ad labeling designs seeking to maximize
user clarity [28]. Though design interventions typically don’t include a technical algorithm audit,
sociotechnical audits share a user auditing methodology that introduces careful interventions to
study user outcomes.

2.3 Sociotechnical Auditing
To summarize, we provide our definition of a Sociotechnical Audit (or STA): a two-part audit of
a sociotechnical system that consists of both an Algorithm Audit and a User Audit. We define
Algorithm Audits as investigations that change inputs to an algorithmic system (e.g., testing for a
range of users or behaviors) and observe the system’s outputs to infer properties of the system.
Meanwhile, we define User Audits as investigations that change inputs to the user (e.g., different
system outputs) and observe their effects to draw conclusions about users. We summarize the
methods covered in this section in Table 1.

3 INTERVENR: A SYSTEM FOR SOCIOTECHNICAL AUDITING
Having introduced the concept of sociotechnical auditing, our second contribution is Intervenr,
a web browser-based system for running sociotechnical audits—including but not limited to our
targeted ads audit.

3.1 Our Sociotechnical Audit Approach
Sociotechnical audits investigate both the technical and human components of a sociotechnical
system as they interact. We instantiate this method with a two-phase study design: an observational
phase to audit the algorithmic component, followed by an intervention phase to audit the user
component of the sociotechnical system (Figure 2). During the observational phase, we collect
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ONBOARD

Midpoint 
survey

Baseline 
experience

Intervention 
experience

Final 
survey

OFFBOARD

1: OBSERVATIONAL PHASE

N weeks N weeks

2: INTERVENTION PHASE

SURVEY SURVEY

Fig. 2. Our sociotechnical audit study design. Participants first onboard to the study and then enter the
Observational Phase. During this phase, the system captures their baseline experience and conducts a midpoint
survey on that experience. Then, participants enter the Intervention Phase, in which the system enacts the
intervention and conducts a final survey, after which participants are offboarded and compensated.

observational data (including algorithmic content and user behavioral data) from participants. At
the conclusion of this phase, we conduct a midpoint survey to gather baseline measurements. The
initial observational phase audits the technical side of the system by analyzing outcomes from a
range of users for the status quo algorithm. Then, during the intervention phase, we enact in situ
interventions that modify the algorithm’s behavior and collect similar data, concluding with a final
survey that gathers post-intervention measurements. The intervention phase audits the human
side of the system by comparing baseline and post-intervention data to understand how changes in
the algorithm lead to changes in user outcomes.

When designing a sociotechnical audit with our study design, the auditor can freely alter:
• Data collection: The kind of data automatically collected through the system, including digital
media and metadata as well user actions, such as clicks and views.

• Survey design: The questions included in the midpoint and final surveys, which can draw
upon data collected from participants in either study phase.

• Intervention design: The logic to alter, replace, or otherwise intervene upon the media that
users encounter.

• Participant pool: The set of users to study, which can be curated with custom sign-up surveys
that sample according to relevant factors of participant representativity.

• Study timing: The duration of study phases and timing of surveys and interventions.
To conduct our STA study design, we built a system called Intervenr that consists of a browser

extension and web application as well as an accompanying data analysis pipeline (Figure 3). This
three-part system allows us to effectively collect user data and enact interventions while providing
support for study participants and auditors.

3.2 Design Goals
To enact sociotechnical audits requires a flexible approach that studies both the technical and
human components of a sociotechnical system. Central to this auditing approach, our system
needed to not only support passive observation of users’ experiences with algorithms, but also
provide active intervention capabilities to modify those experiences and audit the users. In our audit
case study, we focused on in-browser targeted advertising, not restricted to any specific website
or ad source, so our system needed to be sufficiently robust to collect many different types of data
originating from the full range of sites that users encounter in their daily browsing. Finally, because
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Fig. 3. The Intervenr System for sociotechnical audits.Web application—Implements interfaces to manage
auditors and study participants. Coordinates with the browser extension to collect data and enact interventions.
Browser extension—Acts during participants’ ordinary web browsing to collect media and user actions as well
as perform in situ interventions on webpages. Database and data analysis pipeline—Stores collected media,
survey responses, and post-processing results. Performs offline processing of the data collected in the audit.

our audit was designed to capture a diverse group of users’ experiences in great detail, it needed to
support the usability and privacy needs of a broad range of users.

3.3 The Intervenr System
Motivated by our design goals, we chose the web browser to instantiate our tool for several key
reasons. First, web browsers capture a large segment of a user’s digital media exposure within a
single application. Since STAs rely on user participation, we sought to minimize the onboarding
complexity and invasiveness of our system. Intervening upon the behavior of a single user-facing
application allows us to provide a streamlined participant onboarding process. Web browsers also
provide a comprehensive suite of instrumentation to collect user behavior and modify existing
sites in situ, both of which were critical to executing a sociotechnical audit. Finally, one goal of our
system is to provide a system that auditors can extend to run a variety of STAs; a web development
stack is accessible to a broader set of auditors, granting them the flexibility to customize their
interventions. A major limitation of this approach is our inability to collect mobile data, which we
elaborate upon in the Limitations section (see Section 6).

Next we provide an overview of the key components of the Intervenr system (Figure 4).

Browser extension. With our focus on algorithms that users encounter via web browsing, we turn
to a custom browser extension to support fine-grained observation and intervention across the web.
Extensions are installed at the browser level and remain active across all of a user’s web browsing
behavior. During the observational phase, Intervenr’s browser extension allows researchers to
gather granular information about the content that users encounter as well as their behavior (for
example, in terms of views and clicks). Then, during the intervention phase, the extension allows
researchers to enact fine-grained, in situ interventions on the webpages that users visit.

Web application: Central experiment server and database. While a browser extension is ideal for
carrying out the mechanics of user data collection, STAs must also enact interventions that are
centrally designed and coordinated by an auditor. Toward this end, our system includes a central
experiment server that manages experiment details and deploys the logic to ensure that the user-
facing browser extension collects the right data and enacts the right interventions. This server is
also responsible for storing the data collected during the audit to facilitate analysis.
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Fig. 4. The Intervenr browser extension and web application interfaces include auditor-facing views (study
dashboard and admin controls) and participant-facing views (onboarding, data management, and surveys).

Web application: Participant-facing interface. Then, since these audits involve longitudinal data col-
lection and active participant involvement via surveys, our system includes a dedicated participant-
facing interface. Participants can use this interface to complete the full study lifecycle: signing
up, providing consent, onboarding, participating in the study, and offboarding. During their study
participation, this interface provides key information and instructions on study involvement, and at
specified points, hosts personalized surveys assigned to the participant. This interface also provides
comprehensive data management controls where users can view all of the data that our system has
collected. At any point during the study, they can redact any data items that they would not like to
share. Our system deletes the data from the database accordingly and only logs metadata about the
number of records that a user has redacted.

Web application: Auditor-facing interface. Sociotechnical audits are meant to support both a large
number of participants and a longitudinal, continuous study deployment. Thus, our system provides
an auditor-facing interface to assist auditors in facilitating and monitoring their large-scale studies
over time. This interface provides an overview of the data collected by the system as well as
administrative controls to perform key actions like granting onboarding permission to users,
launching participant surveys, monitoring survey completion, and offboarding users.

Data analysis pipeline. Finally, because the goal of an STA is to ultimately evaluate statistical claims
about system behavior, our system is designed to support large-scale analysis of participant data.
Our data analysis pipeline consists of scripts that auditors can author to run at specified intervals to
augment their analysis. For example, nightly scripts might download persistent versions of images
from their URLs, which might go stale. Weekly scripts might run on images to perform additional
automated processing such as optical character recognition (OCR), object detection, or person
recognition.

3.4 Intervenr Participant Experience
To provide a clearer picture of these system components in practice, we walk through a study
participant’s experience of Intervenr.
Signing up. Beginning on the Intervenr homepage, participants are added to a waitlist after

providing demographic and contact information, and agreeing to the study’s consent.
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Onboarding. Participants selected by the researcher are guided through the process of setting up
their account on the website, installing the browser extension, and linking the two.
Managing their data. After onboarding, data collection begins automatically while participants

browse the web as usual. They can visit the website to view all data collected from them and redact
any that they choose. Participants can also exclude data by browsing in an incognito window.

Completing surveys. Participants periodically receive emails to complete surveys on the Intervenr
site via personalized, authenticated links. These auditor-designed surveys can contain custom
questions for each participant, including questions that draw on their own personal data.

Offboarding. To offboard at any time, participants can simply remove the extension and log out
from the website, terminating data collection. Compensation is distributed through online gift
cards sent by email, and their data is eventually deleted at the end of the audit project.

3.5 Intervenr Auditor Experience
We briefly walk through an auditor’s experience working with Intervenr to design and execute a
sociotechnical audit.

Designing the study. First, the auditor must design their study (including deciding what browser
content to collect, how long to run the study, what interventions and surveys to deploy, etc.), and
adapt the current Intervenr system accordingly.

Launching the study. When they are ready, auditors can launch their Intervenr study and begin
recruiting participants as they see fit by directing would-be participants to the website.

Running the study. Once the desired participant pool has been achieved, the auditor can begin the
study, monitoring its progress using the admin dashboard, releasing surveys, filtering participants,
and deploying interventions with the help of the platform. Only compensation at the end of the
study is not directly handled by the system and must be coordinated separately.

Analyzing study results. After the study, auditors can conduct their data analysis using computa-
tional notebooks or custom scripts to query the study database where browsing data and survey
results are stored.

3.6 Implementation Details
We implement the browser extension as a Google Chrome extension using Manifest Version 2 and
the web application as a Django web app deployed on Heroku. The data analysis pipeline is set up
on an Amazon EC2 server with several custom Python scripts configured to run at periodic time
intervals. Please see Appendix A.1 for details on our Intervenr infrastructure implementation.

4 CASE STUDY: A SOCIOTECHNICAL AUDIT OF TARGETED ADVERTISING
We use Intervenr to perform a sociotechnical audit on a complex algorithmic ecosystem that heavily
impacts users: targeted online advertising. This is an especially relevant area of study because such
ads are explicitly designed to shape user beliefs. Contrary to other forms of media like search results,
social media, or news, online advertising grants very little user control: the ads that users see are
almost entirely curated by algorithmic systems rather than selected by users. Further, targeted
online advertising is fundamental to the profitability of many companies, and insights leading to
changes or regulation would have potential for large impact [24]. Given this combination of strong
profit motives, near-total algorithmic curation, and highly persuasive media shaping user beliefs
and behaviors, targeted advertising is a high-stakes domain for users, technology companies, and
society at large.
As we outlined earlier, online advertising is an especially challenging form of digital media to

study using existing evaluation strategies. Since it is heavily personalized and involves repeated
exposures across many websites and over time, controlled lab studies hold little ecological validity.
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Fig. 5. Ad-swapping intervention. We first randomly assign participants a partner. In the observational phase,
participants receive online ads as usual. In the intervention phase, we swap all ads between the partners so
that Partner A will only see ads targeted to Partner B, and vice versa.

Audits that passively collect real user data come up short without the ability to test interventions.
Online ads are also designed for passive, unconscious consumption. Since users often do not actively
attend to ads [60], they may struggle to recall the ads they’ve been exposed to in surveys, let alone
the broader impact that ads have on their behaviors and beliefs.

Our Intervenr system directly addresses these challenges, as the system is explicitly designed to
capture and intervene on the personalized media that participants encounter in-the-wild, across
sites, and over longer stretches of time. Pairing our data collection with participant behavior traces
and personalized surveys, we are able to identify and study advertisements that users do not recall,
and we can ask participants in-depth questions about specific ads we know were delivered to them.

4.1 Our Ad Targeting Intervention
The goal of our intervention is to investigate the efficacy of targeted online advertising according to
a number of metrics. We design an ablation-style intervention that compares the status quo of normal
targeted ads to a versionwith broken or disrupted ad targeting. Just as ablation studies systematically
remove components of a system to understand how they contribute to overall performance [48],
our ablation intervention disrupts normal ad targeting to help us understand how it contributes
to the functioning of ad systems. Without internal access to ad targeting algorithms, our audit
instead relies on our ability to change how ads are delivered in our participants’ browsers. With
this approach, we can break ad targeting at the user-level by swapping ads between users.

4.1.1 Intervention Design Goals. While there are many ways auditors might break ad targeting
algorithms, we design our intervention to simultaneously preserve two important qualities of
targeted ads. First, we aim to preserve the ecological validity of ads. By swapping all of the ads
between users, we maintain the validity of the ad sets (compared to an intervention that serves
all users an entirely random set of ads). Each of the ad sets are realistic because they were in fact
delivered to another real user, allowing us to isolate the role of personalized targeting.
Second, we seek sufficient variation in paired user similarity. Part of the insight behind our

ad-swapping intervention is that there are varied impacts on different pairs of users depending

Proc. ACM Hum.-Comput. Interact., Vol. 7, No. CSCW2, Article 360. Publication date: October 2023.



360:14 Michelle S. Lam et al.

how similar they are to each other. For two very similar users, swapping ads minimally disrupts ad
targeting, but for users who are very different from one another, swapping brings about a significant
disruption. To study the impact of disrupted targeting along a continuum, we use random pairing.
With a sufficiently-sized sample, this produces natural variation in user similarity, even with respect
to factors we may not have been able to account for upfront; this is the same role that randomization
plays in randomized controlled trials.

4.1.2 Final Intervention Setup. Our intervention acts on a user level to swap ads between randomly-
assigned pairs of participants (Figure 5). At the start of the study, users are paired; we term these
“swap partners.” During the observational phase, users see their normal targeted ads without any
interference, and Intervenr collects these ads. Then, during the intervention phase, users exclusively
see their assigned swap partner’s ads. Each time an ad renders on their web browser, Intervenr
replaces it with an ad sampled from their swap partner’s collected ad set.
Throughout this paper, we use the term “targeting” to refer to the ads that are delivered to a

particular user, which include ads that are directly targeted to the user (using targeting data such
as demographics and interests) as well as ads that were not targeted based on such data. We do not
have access to the targeting data that advertisers hold and thus cannot assess the quality of this
data and its impact on ad delivery. However, our broader definition of targeting allows us to ask a
larger question with our intervention: considering all of the ads that a user in fact sees in their
daily life, to what extent does it matter that they’re receiving those ads and not another user’s ads?

4.2 ResearchQuestions
Our case study aims to answer several key questions related to the efficacy of targeted advertising,
in terms of outcome metrics that align with user experiences as well as metrics aligned with
advertiser goals. Marketing research has traditionally focused on advertiser-oriented metrics that
emphasize the revenue accrued by advertisements. Given the rarity of conversions (i.e., purchases)
among ad placements, advertisers primarily optimize for user engagement (views, clicks) as a proxy
for user interest. However, even user engagement events like ad clicks are very sparse; prior work
has estimated click rates as low as 0.05% to 0.1% for display ads online [5, 70]. This exceedingly
low engagement rate and advertiser-centric focus motivated our choice of alternative, user-centric
metrics that could directly capture a user’s perceptions of ads.

A user’s own stated interest in an ad is of course a primary metric we must consider. In addition,
scholars have long reminded us that advertisements do much more than display products—ads are
often tailored based on the expected identity characteristics of the receiver so as to shift their beliefs
and self-perceptions in directions favorable to the advertiser [23], and often in ways that may
perpetuate harmful bias and discrimination [41, 44]. Recent research has presented evidence that
ads are often delivered disproportionately to users with a similar identity (e.g., race, gender, age) to
those pictured, likely to increase users’ feelings of representativity [29]. Thus, users’ perceptions of
the representativity of ads serve as an important signal that may point to the broader belief-level
impact of ads.
Thus, in our study, we focus more heavily on our user-aligned metrics: (1) interest: the extent

to which a user expresses interest in an ad and (2) representativity: the extent to which a user
feels represented by an ad. For consistency with prior work, we secondarily investigate several
advertiser-aligned metrics: (1) recognition: the proportion of ads that users correctly recognize,
(2) views: whether ads are seen by users, as measured by ads that enter the user-visible viewport,
and (3) clicks: the proportion of ads that users click. These inform our core research questions:

RQ1: How well does the current ad targeting system work (an algorithm audit)?
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RQ1-U : How well does current ad targeting work for users, in terms of their ad
interest and feeling of representation?

RQ1-A: How well does current ad targeting work for advertisers, in terms of ad
recognition, views, and clicks?

RQ1-D: How do the above results vary by user race, gender, and other demographics?

RQ2: How do users respond to personalized ad targeting relative to an alternative ad
delivery method that disrupts targeting (a user audit)?

RQ2-U : How much relative impact does ad targeting have on users, in terms of their
ad interest and feeling of representation?

RQ2-A: How much relative impact does ad targeting have on advertisers, in terms of
ad recognition, views, and clicks?

RQ2-D: How do the above results vary by user race, gender, and other demographics?

4.3 Study Design
Next, we walk through the details of our study design, including the recruitment procedure, study
experience, and compensation.

4.3.1 Participant Recruitment. Since we are interested in the differing impact of online ads on
users of different demographics, we aimed to recruit a diverse set of participants, especially with
respect to race and gender. We conducted our recruitment through Prolific, a platform for sourcing
research participants. There, we hosted a short 1-minute screener survey relating to eligibility
requirements.2 Eligible participants were directed to a page notifying them of the study. We made
clear that payment for the screener was not related to the Intervenr study, and that the Intervenr
study was an externally-hosted study not affiliated with Prolific. All participants were compensated
$0.25 (a $15/hour rate) for completing the screener, regardless of main study eligibility.
Out of the 5,600 people who completed our screener, 1,310 (23.4%) signed up for the Intervenr

study. Based on a power analysis on earlier pilot data, we targeted to include at least 200 participants
in our study, and allocated 600 spots for onboarding in anticipation of study attrition. To balance
participants by race and gender, we selected all participants who did not identify as white (N=247),
and then randomly sampled from the remaining pool of white participants while balancing the
number of men with the number of marginalized-gender participants (those identifying as women
and/or non-binary). Of the 600 selected participants, a total of 402 people (67.0%) completed the full
onboarding process. During onboarding, participants completed a background information survey
including demographic information such as their age, race, gender, location, education level, and
household income. We report on the demographics of our participant pool in Section 5.3.

4.3.2 Study Phases. During the observational phase, the user experience was unaltered while our
extension recorded all ads that appeared on the web pages participants loaded in their browsers,
along with clicks and views on those ads.

During the intervention phase, users received ads that were originally delivered to their random
swap partner. Our extension recorded all original ads that would have normally been delivered to
the user, as well as the swap-partner ads that replaced them. Our system also recorded clicks and
views for the swap ads shown.

4.3.3 Compensation and Participant Management. Participants were compensated $10 for complet-
ing each milestone of the study that required their active effort: onboarding, the midpoint survey,

2To be eligible, users needed to live in the U.S., be 18 years or older, regularly use a laptop or desktop computer, and use
Google Chrome as their main web browser.
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and the final survey. Since each of these action items required about 10-15 minutes to complete,
this amounted to a rate of at least $40/hour. Participants received compensation in the form of an
Amazon gift card.

We communicated with participants over email throughout the course of the study to notify
them of onboarding permission, survey deployments, and offboarding. We sent an additional email
on the fourth day of each study phase notifying participants with no ads collected to check their
system setup, and assisted users over email to debug any setup issues.

4.4 Survey Design
Both the midpoint and final surveys consisted of holistic ad questions to capture broader ad
impressions, per-ad questions to capture more granular feedback, and study experience questions.

4.4.1 Holistic ad questions. We began each survey by showing participants an image cloud with a
random sample of up to 40 ads they had seen in the week prior, and asked them to indicate their
recognition (the approximate proportion of ads that they recognized from this visual),3 interest
(whether they were interested in the ads), and feeling of representation (whether they felt the ads
represented them). The latter two items were rated on a 7-point Likert scale.

4.4.2 Per-ad questions. In the per-ad question section, we presented participants one ad image
at a time and asked questions about recognition (whether they remembered seeing it),4 interest
(whether they were interested in it), and feeling of representation (whether they felt it represented
them). The latter two items were again rated on a 7-point Likert scale.

To select ads for the per-ad survey section, we sampled to cover three factors:
• Targeted-user. Whether the ad was originally targeted to the participant (“self”) or was
originally targeted to their partner. This was central to our intervention; we sought to capture
user responses to both types of ads (those targeted to themselves and to their partner) both
before and after the intervention. Valid values: “self” or “partner.”

• Seen-status. Whether an ad was seen by the participant or not. This was measured by
tracking which ads entered the user’s visible view on screen, in order to account for the
impact of actually seeing an ad. In other words, “unseen” ads are those that were loaded on
the user’s webpage, but that the user did not scroll down far enough to see. Valid values:
“seen” or “unseen.”

• Has-people. Whether the ad contained at least one person. This was determined using an
automated person detection model. We included this factor because prior work suggests
people may respond differently to imagery of other people [68]. Valid values: “people” or
“noPeople.”

For each study phase, there were six possible combinations of values for the three factors (Table 2),
as there was a forced mapping between seen-status and targeted-user: during the observational
phase, only self ads can be seen, and all partner ads are unseen; during the intervention phase, only
partner ads can be seen, and all self ads are unseen. We sampled up to four ads from each category
for each participant, such that participants received up to 24 per-ad questions.
For the observational phase, this resulted in the following six categories: (1) seen-self-people,

(2) seen-self-noPeople, (3) unseen-self-people, (4) unseen-self-noPeople, (5) unseen-partner-people,
and (6) unseen-partner-noPeople. For the intervention phase, this provided the following six

3We asked “What proportion of these ads do you recall seeing?” and participants selected from among seven percentage
options ranging from 0 to 100%.
4We asked “Do you recall seeing this ad?” and participants could select a No, Yes, or Unsure option.
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Study Phase Seen-status Targeted-user Has-people

Observational

seen self people
seen self noPeople
unseen self people
unseen self noPeople
unseen partner people
unseen partner noPeople

Intervention

seen partner people
seen partner noPeople
unseen self people
unseen self noPeople
unseen partner people
unseen partner noPeople

Table 2. A summary of the categories of ads that were sampled for the per-ad survey questions in each study
phase. There were six categories for each phase (seen ads in each phase could only belong to one of the
targeted-user options: self in the observational phase, partner in the intervention phase).

categories: (1) seen-partner-people, (2) seen-partner-noPeople, (3) unseen-self-people, (4) unseen-
self-noPeople, (5) unseen-partner-people, and (6) unseen-partner-noPeople.

4.4.3 Study experience questions. The last section of each survey contained a short set of questions
related to participants’ overall experience with the study so far. Participants were asked to rate
their experience and the likelihood that they would recommend the study to a friend. They were
also asked compliance-related questions to report the frequency with which they had disabled our
extension or used incognito mode to circumvent data collection. We also provided a free-text field
for any additional comments.

4.5 Ad-Specific Infrastructure
To support our ad targeting case study, we implemented several modifications to the core Intervenr
infrastructure. First, we set up an ads-specific browser extension that integrated an open-source ad
blocker extension, AdNauseam,5 and added functionality to dynamically remove and insert ads.
We additionally added functionality to track user ad views and clicks. Then, we extended the web
application to execute our ad-swapping intervention, participant surveys, and auditor dashboard.
Finally, we extended our data analysis pipeline to perform ad link resolving, ad image downloading,
and automated person detection for all ad images. See Appendix A.2 for implementation details.

5 CASE STUDY RESULTS
Our two-week sociotechnical audit on targeted advertising (𝑁 = 244 users completing the full
study) found that ad targeting appears to have a substantial impact on users’ ad recognition and
perceptions of ad interest and representativity. When our ad-swapping intervention systematically
broke targeting, there were significant decreases across ad metrics, and marginalized users appeared
to be more negatively impacted by this disruption. However, after just one week of exposure, we
observed an increase in user affinity for their random swap partner’s ads, and a slight decrease in
interest towards their own ads. These findings suggest that a substantial part of the efficacy of ad
targeting may be driven by providing repeated exposures that foster user familiarity, rather than
by providing inherent value to users through personalized targeting.
Following the structure of our sociotechnical audit definition, we first report the results of our

algorithm-focused audit, followed by the user-focused findings. We conclude with basic information
5AdNauseam is an open-source browser extension [52] that in turn builds on uBlock Origin, a content-blocking extension
that blocks ads, trackers, and malware sites.
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about our participants, the collected advertisement data, and steps we took to verify the quality of
our analyses.

5.1 Auditing the Algorithm (RQ1)
First, we first report the results of our algorithm-focused audit on the performance of current
personalized ad targeting.

5.1.1 Personalized ads perform moderately (RQ1-U, RQ1-A). Our results show that personalized
ads performed only moderately for users and advertisers. Users’ baseline levels of ad interest and
representativity were moderate and relatively close to neutral on our 7-point Likert scale.6 For the
holistic ad survey question that displayed a cloud of ad images actually seen by the participant, the
mean ad interest was 3.89 (𝑆𝐷 = 1.87); the mean ad representativity was 4.10 (𝑆𝐷 = 1.67) (Figure 7).
The per-ad survey questions, which gathered responses to individual ads, similarly reflected
moderate ad interest (𝑀 = 3.72, 𝑆𝐷 = 1.38), and ad representativity (𝑀 = 3.90, 𝑆𝐷 = 1.33).
We found that ad recognition was generally quite low at around 30 − 50%. For the holistic ad

survey question, which showed an image cloud of ads they had in fact seen, users self-estimated
their recognition to be between 30% and 50% (𝑀 = 3.27, 𝑆𝐷 = 1.64 on our Likert scale). Similarly,
for the per-ad survey questions, participants correctly recognized 40.9% of ads (𝑆𝐷 = 24.5%)
that they had actually seen (Figure 11). Out of all ads delivered in the observational phase, on
average 27.2% were viewed (𝑆𝐷 = 14.9%), and a very low percentage of viewed ads were clicked
(𝑀 = 0.057%, 𝑆𝐷 = 0.22%).7

5.1.2 Ad interest and representativity differs by participant race (RQ1-D). We found significant
differences in ad interest and representativity based on participant race—in particular, that Black
participants responded more positively to their targeted ads. To analyze all of our survey metrics—
ad interest, representativity, and recognition—on the holistic ad question with respect to participant
demographics, we used a linear regression model with fixed effects of user age, education, income,
geographical region, and the interaction between race and gender.8 We did not observe any signifi-
cant effects among these variables on recognition, but we did observe a significant effect of race on
ad interest (𝐹 (3, 221) = 3.73, 𝑝 < 0.05), as well as representativity (𝐹 (3, 221) = 2.97, 𝑝 < 0.05). In
particular, as visualized in Figure 6, Black participants reported higher responses than others on
these metrics.

5.1.3 Ad performance differs depending on whether ads were seen, targeted to the user, or contained
people (RQ1-U, RQ1-A). For the per-ad survey questions, we observed significant effects based
on all three labeled attributes of the ads (seen-status, targeted-user, and has-people) for all three
survey metrics (interest, representativity, and recognition). We used a linear mixed-effects model
with random effects of participant ID and fixed effects of seen-status, targeted-user, has-people,
age, education, income, geographical region, and the interaction between race and gender.9 We
used this alternative model formulation compared to the previous model to control for individual
differences between participants, since we had repeated measures for each participant. Seen-status
(𝐹 (1, 5247) = 26.28, 𝑝 < 0.001), targeted-user (𝐹 (1, 5261) = 35.97, 𝑝 < 0.001), and has-people
(𝐹 (1, 5260) = 97.31, 𝑝 < 0.001) all had significant effects on users’ reported interest in ads. The
same was true for ad representativity: seen-status (𝐹 (1, 5251) = 23.70, 𝑝 < 0.001), targeted-user
6For any given attribute X, our 7-point Likert scale ranged from “1: Very un-X” through “7: Very X” (i.e., “1: Very uninterested”
through “7: Very interested”), with a score of 4 corresponding to a neutral response.
7This figure is consistent with prior work measuring 0.05% to 0.1% average click rates for display ads [5, 70].
8metric_val ~ 1 + age + education + income + region + (race*gender)
9metric_val ~ 1 + (1 | participant_id) + seen + targeted_user + has_people + age + education + income
+ region + (race*gender)
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Fig. 6. Baseline ad interest (left) and ad representativity (right) from the observational phase, broken down by
participant gender (top) and race (bottom). Ad interest and representativity were rated on 7-pt Likert scales.

(𝐹 (1, 5265) = 45.90, 𝑝 < 0.001), and has-people (𝐹 (1, 5264) = 97.45, 𝑝 < 0.001) were all significant.
This was also the case for ad recognition: seen-status (𝐹 (1, 6262) = 31.27, 𝑝 < 0.001), targeted-user
(𝐹 (1, 5283) = 70.05, 𝑝 < 0.001), and has-people (𝐹 (1, 5282) = 68.25, 𝑝 < 0.001) had significant
effects.

Diving further into these three factors post-hoc, we observed higher ad interest, representativity
and recognition for (1) ads that were seen over ads that were not seen by the user (Figure 14), (2) ads
that were originally targeted to the user over ads that were targeted to their random swap partner
(Figure 15), and (3) ads that do not contain people over ads that do contain people (Figure 16).

5.2 Auditing the Users (RQ2)
Next, we report on the user-focused findings enabled by our sociotechnical auditing method, which
examine how users respond to an alternative ad delivery method that disrupts status quo targeting.

5.2.1 Personalized targeted ads outperform swapped ads (RQ2-U, RQ2-A). Our ad swapping inter-
vention resulted in substantial decreases in both ad interest and representativity (Figure 7). For
the holistic ad survey question, we conducted one-sided paired 𝑡-tests comparing participants’
own personalized ads during the observational phase to non-personalized swap ads seen in the
intervention phase. We found a significant metric drop for ad interest, from an average rating of
3.89 to 2.74 (𝑡 (243) = 8.73, 𝑝 < 0.001, Cohen’s 𝑑 = 0.56) and ad representativity, from an average of
4.10 to 2.77 (𝑡 (243) = 9.79, 𝑝 < 0.001, Cohen’s 𝑑 = 0.63).

We observed similar trends in the per-ad questions. One-sided paired 𝑡-tests showed significantly
lower interest in swap partners’ ads (𝑀 = 2.93, 𝑆𝐷 = 1.36) compared to one’s own (𝑀 = 3.72, 𝑆𝐷 =

1.38); 𝑡 (239) = 7.96, 𝑝 < 0.001, Cohen’s 𝑑 = 0.41. We saw a comparable drop in ad representativity
between one’s own ads (𝑀 = 3.90, 𝑆𝐷 = 1.33) versus swapped ads (𝑀 = 3.14, 𝑆𝐷 = 1.34); 𝑡 (239) =
7.38, 𝑝 < 0.001, Cohen’s 𝑑 = 0.40.

We found that self-estimated ad recognition on the holistic survey question dropped significantly
from the observational phase (𝑀 = 3.27, 𝑆𝐷 = 1.64) to the intervention phase (𝑀 = 2.46, 𝑆𝐷 = 1.50);

Proc. ACM Hum.-Comput. Interact., Vol. 7, No. CSCW2, Article 360. Publication date: October 2023.



360:20 Michelle S. Lam et al.

3.89

2.74

2

4

6

Obs Interv

A
d 

in
te

re
st

Holistic ad interest

4.10

2.77

2

4

6

Obs Interv

A
d 

re
pr

es
en

ta
tiv

ity

Holistic ad representativity

Fig. 7. Holistic ad interest and representativity across study phases (7-pt Likert scale). Interest and represen-
tativity were near neutral in the observational phase, but dropped substantially in the intervention phase.

𝑡 (243) = 6.43, 𝑝 < 0.001, Cohen’s𝑑 = 0.41. However, on per-ad survey questions, correct recognition
remained relatively consistent (𝑀 = 43.0%, 𝑆𝐷 = 25.7%) compared to the observational phase
(𝑀 = 40.9%, 𝑆𝐷 = 24.5%) (Figure 11), and a two-sided 𝑡-test found no significant difference between
the correct recognition rates in the two phases (𝑡 (252.6) = −0.70, 𝑝 = 0.49). One possible explanation
for this discrepancy is that when presented with a high-level view of ads in the holistic question,
participants may have noticed that the ads were not their typical ads (i.e., that these ads were their
swap partner’s ads) and may have reported a lower recognition rate for these unfamiliar-looking
ads, and thus this self-report was not borne out by their responses to specific ads.

5.2.2 Users acclimate to ads after exposure (RQ2-U, RQ2-A). While our ablation intervention resulted
in decreased ad performance, we found that swap partners’ ads performed better with users after
the end of the 1-week intervention period compared to before the intervention period began. To
analyze the per-ad survey question across study phases, we first conduct omnibus tests, using a
linear mixed-effects model with a fixed effect of study phase (either observational or intervention)
in addition to other variables: random effects of participant ID and fixed effects of seen-status,
targeted-user, has-people, age, education, income, geographical region, and the interaction between
race and gender.10 These models aligned with the previous findings in Section 5.1.3; the additional
variable for study phase only had a significant effect on recognition (𝐹 (1, 8522) = 18.58, 𝑝 < 0.001).

Moving from these omnibus tests to post-hoc tests examining the direction of effects, we found
that the metrics for ads targeted to the random swap partner increased after the intervention, while
metrics for ads targeted to the user slightly decreased (Figure 8). Looking further into this trend, we
found that ad interest towards partner ads increased by an average of 16.9% while interest toward
one’s own ads slightly decreased by an average of 1.6% (Figure 9). Similarly, ad representativity for
partner ads increased by an average of 17.7% while representativity for one’s own ads increased
by just 2.0%. The percentage increases for partner ads correspond to an increase greater than one
rating higher on the 7-point Likert scales. In the intervention phase, users also showed a slight
preference for ads that they did not see, and which contained people; see Appendix A.3 for detailed
findings on the seen-status and has-people factors.

10metric_val ~ 1 + (1 | participant_id) + study_phase + seen + targeted_user + has_people + age +
education + income + region + (race*gender)
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Fig. 8. Ad metrics by targeted user. (Left) For ads originally targeted to the user (self), sentiment slightly
decreased between the observational and intervention phase. (Right) Meanwhile, for ads targeted to their
partner, sentiment slightly increased.
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Fig. 9. Percent change in ad interest and representativity for ads targeted to the user (Self) versus their
random swap partner (Partner). We observe notable increases in both metrics for partner ads while metric
values for users’ own ads remained stable.

5.2.3 Users of marginalized races and genders may benefit more from personalized targeting (RQ2-D).
While non-targeted ads performed more poorly across the board, we found larger drops in ad
performance for participants of marginalized race and gender identities (non-white or non-men). To
investigate the holistic survey results across study phases, we used a linear regression model with
a dependent variable of the difference in metric value between the intervention and observational
phase. We defined metric_diff = (intervention value) − (observational value), so a negative
value would indicate a drop in the metric value in the intervention phase. The model again had
fixed effects of user age, education, income, geographical region, and the interaction between race
and gender.11 For ad interest, we observed a significant effect of the interaction between race and
gender (𝐹 (6, 221) = 2.20, 𝑝 < 0.05). For ad representativity and ad recognition, we did not observe
any significant effects among these variables. Looking further into race and gender breakdowns for
ad interest and representativity, we observed that the drop in metrics appears to be larger for users
with genders other than “man” and users with races other than “white” (Figure 10).

11metric_diff ~ 1 + age + education + income + region + (race*gender)
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Fig. 10. Difference in ad interest (left) and ad representativity (right), broken down by participant gender
(top) and race (bottom). We observe that the drop in ad metrics in the intervention phase is slightly larger for
participants of marginalized races and genders than those who are men or white (annotated in red).

5.2.4 Users falsely recognize ads targeted to them (RQ2-A). Finally, we observed substantial levels of
false recognition in both study phases. Already in the observational phase, participants frequently
falsely recognized ads at a rate of 20.8% (𝑆𝐷 = 13.4%). After the intervention phase, participants’
false-recognition rate rose significantly to 27.4% (𝑆𝐷 = 18.2%); 𝑡 (329.5) = −3.88, 𝑝 < 0.001, Cohen’s
𝑑 = 0.41 (Figure 11). This rise may have stemmed from participants falsely recognizing ads that
were targeted to them, but that they did not in fact see during the intervention phase—such ads
may have appeared familiar to participants due to similarity to the kinds of ads they are accustomed
to seeing. Alternatively, perhaps users may have been exposed to those ads elsewhere, such as on a
mobile device or an incognito browser session.

5.3 Participants and compliance
We now summarize key information on participant retention, demographics, and compliance in
our targeted advertising case study.

5.3.1 Participant retention. We successfully onboarded 402 participants; of those participants, 244
completed both the observational phase and intervention phase along with the accompanying post-
surveys (Figure 12). The major drop-off points corresponded to the observational and intervention
phases themselves, where some participants did not keep the system active or did not accrue a
large enough sample of ads to continue participating; there was an 85.6% retention rate for the
observational phase and a 78.7% retention rate for the intervention phase. Of eligible participants,
the midpoint survey completion rate was 92.7%, and the final survey completion rate was 97.2%.

5.3.2 Participant demographics. The final participant pool represented a diverse range of ages,
races, and genders (Figure 13). There were 110 men (45.1%), 120 women (49.2%), 13 non-binary
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Fig. 11. Per-ad recognition rates in the observational and intervention phases. We observed comparable
correct-recognition rates between the phases, but increased false-recognition rates in the intervention phase.
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Fig. 13. Summary of participant demographics (𝑁 = 244) for age, gender, race, and U.S. geographical region.

participants (5.3%), and 1 participant who preferred not to share their gender. There were 152
participants who identified as white (62.3%), 51 as Asian or Asian-American (20.9%), 30 as Black or
African-American (12.3%), 24 as Hispanic (9.8%), 6 as American Indian or Alaskan Native (2.5%),
and 1 as Other (percentages here do not sum to 100% since participants could select multiple).
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5.3.3 Participant experience and compliance. We found that participants generally had positive
study experiences, with an average rating of 5.44 out of 7 (𝑆𝐷 = 1.31). Participants reported very
low non-compliance by disabling the extension (𝑀 = 1.29, 𝑆𝐷 = 0.74) or switching to Incognito
(𝑀 = 1.34, 𝑆𝐷 = 0.65), corresponding to frequency ratings between “Never (0% of the time)” and
“Rarely (<10% of the time).” These are self-reported, since we did not track noncompliance. We
found that data redaction among our participants was rare: only 62 users (25.4%) redacted any data,
and for those users, on average 4.1% (median=0.8%, 𝑆𝐷 = 7.9%) of ads were redacted, or a median
of 9.0 redacted ads per user.

5.4 Advertisement characteristics
Next, we summarize the volume and nature of advertisements collected during our audit. We
collected 537, 945 advertisements over the course of the study, with 314, 762 advertisements from
our final pool of 244 participants. Of those ads, there were 88, 604 observational phase ads, 121, 489
intervention phase original ads, and 104, 669 intervention phase swapped-in ads. Overall, 67, 402 ads
(21.41%) were viewed by participants, while the remainder (78.59%) went unseen. As expected, ad
click-rates were much lower: only 123 ads (0.04%) were clicked by participants. Based on automated
person detection, 57, 328 ads we collected (18.21%) contained at least one person. Each of these
averages across the full data set was also similar when computed on a per-participant basis. We
observed a small set of 5-8 common ad sources (the domain displaying the ad) and targets (the
domain to which the ad pointed), and a long tail of sites that occurred far less frequently across
users; see Appendix A.4 for details. A preliminary qualitative analysis of ad image content found a
variety of product categories (e.g., hardware, furniture, clothing, food, athletic gear, tech products,
financial services, employment, and educational opportunities), image contents (e.g., celebrities,
brand logos, stock photos), and ad formats (e.g., horizontal banner ads, product images, animated
gifs, and discount offers); see Appendix A.5 for details.

5.5 Data verification
We also performed a post-study analysis to benchmark Intervenr’s performance in detecting real-life
participants’ ads and the person detection model’s performance on advertising images.

5.5.1 Ad detection coverage. To validate the coverage of Intervenr’s ad detection in practice, we
gathered a random sample of 150 URLs among the set of URLs visited by study participants. Then,
for each sampled URL, a member of the research team visited the site and manually counted the
number of ads that appeared on the page as a ground truth value against which to compare the
number of ads collected by Intervenr. Based on bootstrap sampling with 500 resamples of our
dataset, we observed a median ad coverage rate of 80% (the proportion of manually-detected ads
that were captured by Intervenr), and we observed a false negative rate of 15.3% (the rate at which
Intervenr did not detect ads that were manually detected). We conclude that Intervenr captures a
relatively high proportion of the ads that users encounter across the web.

5.5.2 Person detection coverage. We also validated the coverage of our automated person detection
model on the images captured in our study, given that the images may have differed from themodel’s
COCO training dataset. We gathered a random sample of 350 ad images from the observational
phase of the study, and a member of the research team viewed each sampled image and manually
annotated the count of people contained in the image. We then compared these ground truth
labels with the person detection model’s results. In this 350-image dataset, only 81 images (23.1%)
contained a person based on manual annotation, which was comparable to the classifier-estimated
proportion of ads that contained people (18.21%) for the full participant dataset with over 314k ads.
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Based on bootstrap sampling with 500 resamples on this initial dataset, we observed an accuracy of
86.3% (±3.7%) and a false negative rate of 10.5% (±3.7%).

6 DISCUSSION
Having introduced sociotechnical audits, the Intervenr system to enact such audits, and a case
study on targeted advertising, we highlight key takeaways and insights alongside limitations and
future work for each of the three components.

6.1 Case Study: Targeted Advertising
We begin with the most specific contribution: our case study. Our audit of targeted advertising
provides insights on both sides of the sociotechnical system. Overall, we found that targeted ads
perform only moderately well; in terms of interest and representativity, users have low-to-moderate
sentiment towards the ads they see in-browser. Participants only correctly recognized ads that
they had seen about 41% of the time, and false recognition (claiming to have seen an ad they did
not) was around 21%. We also audited users’ interactions with this sociotechnical system using
our ablation intervention. In doing so, we were able to confirm that personalized ads performed
better across all metrics—including recognition, interest, and representativity—compared with
ads targeted to someone else. However, after only a week of this intervention, the random ads’
performance improved as users appeared to be acclimating in a very short amount of time.
Enabled by our sociotechnical lens, this study design suggests that although personalized ad

targeting is premised upon the importance of being responsive to user behaviors (so much so that
this drives a multi-billion dollar industry), users are also changing in response to their algorithmic
environment. Their positive responses to ad targeting may be inflated by the positive effects of
familiarity and repeated exposure. This dual perspective calls into question the actual need for
invasive surveillance of users and sale of their personal data that underpins the ad industry.

As with most auditors, we are also interested in understanding the experiences of marginalized
users and the potential for inequity caused by technological systems. In this study, we found that
breaking ad targeting had some more negative impacts on participants with marginalized race and
gender identities, in comparison to white and/or male participants. This does raise the important
point that more personalized content may hold greater value for those whose identities place them
outside the social “default,” and that simply removing all targeting may be contraindicated for some
categories of users.

6.1.1 Limitations. Although (or perhaps because) our study is the first sociotechnical audit of
targeted advertising to our knowledge, it has many limitations; here, we aim to broach several of
the study’s major limitations. First, since our audit only captures browser content (a limitation of
the Intervenr tool that we discuss further in 6.2.1), we know we have only partial coverage of users’
ads ecosystem. This has several implications for measures including biasing recognition (which
could be influenced by ads users saw elsewhere), and weakening the effect of our intervention
(since users almost certainly saw their own targeted ads on their other devices). This does mean
readers should take measures like recognition with a grain of salt, but also that our finding that
users acclimate to non-targeted ads is likely an underestimate: this effect might be stronger if
the intervention had more complete coverage. Next, while our study was longer than most prior
work in this space, it only spanned two weeks, whereas we know that users’ interactions with this
sociotechnical system are happening constantly over the course of their entire lives. We cannot
speak to the effects that a longer study might find, as people’s acclimation to other ads may at some
point plateau or reverse. Evaluating algorithmic impact on people takes longer than evaluating just
the algorithm, and we encourage future sociotechnical auditors to consider a longer time-horizon
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(four weeks or even longer) when auditing the human aspect of a system. Finally, we also cannot
fully account for non-compliance, as participants could use a different browser, incognito window,
or another device. We measured self-reported non-compliance as described in Section 5.3.3 and find
it to be low, but participants may have felt pressure to underestimate their non-compliance. We
encourage these limitations to be carefully considered and mitigated when possible in future work.

6.1.2 Future Work. Given the findings of our case study, we encourage further research that speaks
to the level of surveillance and privacy invasion that targeted advertising currently requires, and
whether its material benefits justify those costs. Future sociotechnical auditors should evaluate user
responses to other alternatives, including completely random sets of ads, ads they have some hand
in curating themselves, or no ads at all. These evaluations should be carried out with an attention
to users’ own positionality and psychological qualities like belongingness, as we find evidence that
proximity to social power shapes people’s experiences with sociotechnical systems. Any work to
improve these systems must be done while centering the needs of users who need it the most.
There is also considerable room for sociotechnical audits on advertising to take this work

further, for instance by empowering users to take a more active role in the audit process, as other
audit methods have demonstrated [33]. Future work might use qualitative methods to understand
participant experiences or conduct deeper analyses of ads imagery. Prior work suggests that there
should be significant qualitative differences between the ads shown to different users based on the
way these algorithms are known to function [64]; we have only scratched the surface with our own
efforts, in Appendix A.5, to qualitatively and computationally understand the content of ad images.

6.2 Intervenr System
Zooming out one level, we discuss our second contribution, Intervenr. While less critical to our
specific study, and therefore highlighted less in this paper, an important characteristic of Intervenr
is its reusability. The system was designed to be a flexible asset that might allow researchers to semi-
automatically conduct a wide range of longitudinal, in-browser sociotechnical audits. Adapting
Intervenr to study targeted ads required ads-specific modifications (outlined in Appendix A.2),
but once set up, the system ran our audit with a high degree of automation. It was relatively
straightforward to scale the system up to simultaneously perform in situ ad-swapping interventions
on hundreds of users, with computing capacity to process thousands of ad images nightly.

6.2.1 Limitations and Future Work. While effective and powerful as a tool, Intervenr does have
several limitations that can inform future design directions for sociotechnical auditing infrastructure.
First, the system required considerable ads-specific customizations that would not be needed in
future studies in other domains, predominantly the integration of AdNauseam for ads tracking.
Building general-purpose infrastructure is challenging, and the range of potential auditing domains
is very broad, so future tools may want to focus on a more specific type of sociotechnical system to
audit rather than attempting to support to all browser-based systems.

Second, maintenance of such a tool is an ongoing challenge—at the time of writing, Google has
announced changes to Chrome (the move to Manifest V3 from V2) that will limit the capabilities
of web extensions like ours. These changes may restrict our ability to enact the in-browser inter-
ventions that are critical in this work, especially those related to ad blocking. However, working
with the Mozilla Rally infrastructure, which is capable of executing sociotechnical audits in Firefox,
is a promising direction for future work [50]. Even in the absence of programmatic access, other
researchers have used methods like screen-capturing to collect data [59].
Finally, and most glaringly, our system is desktop-only, while research has found that approxi-

mately 15% of American adults are smartphone-only users [54]. Desktop data is still relevant since
most smartphone users are equally or more likely to use a desktop computer [62], but this is a
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major limitation of most research in this space, since technical approaches for collecting in-app
mobile data are very limited. This is a major area for future work supporting sociotechnical audits
and traditional algorithm audits.

We hope that Intervenr can be used to run additional sociotechnical audits in the future, including
by researchers with less technical expertise than would be required to build such a system entirely
from scratch. Since Intervenr has the capacity to collect so much sensitive user data, we are in the
process of exploring ways to make the system accessible to other researchers without making the
tool fully open-source.

6.3 Sociotechnical Auditing
Our headlining contribution in this work, which motivates our system and case study, is the concept
of a sociotechnical audit. We do not consider our paper to have contributed the first sociotechnical
audit. For instance, as referenced in Section 2, there are several notable examples where auditors
have paired traditional algorithm audits with user audits, for example in the form of in-browser or
on-platform interventions [40, 50], or with separate controlled experiments [45].

6.3.1 Limitations and Future Work. We see several opportunities to extend the sociotechnical
audit approach we have presented. One major barrier of this approach is the need to work directly
with users and user-facing systems, which can be challenging and costly. Research strategies like
algorithm audits and RCTs have developed many workarounds to this issue (e.g., sock puppets or
crowdworkers). In kind, sociotechnical auditors will need to creatively iterate on their study designs
and implementations to address the effort barriers and financial barriers of the method. However,
existing evaluation methods may lend inspiration. For example, given the challenges of limited
third-party access, future auditors might develop hybrid approaches that involve partial access to a
system and its users, along the lines of work on first- and second-party algorithm audits [58, 72].
One or more platforms might agree to take part in such an audit by surfacing a limited API for
auditors to implement their study, or they might execute an auditor-designed study and provide
auditors the data to analyze. Such an approach might be a convenient way for auditors to benefit
from expanded algorithm intervention control and free users while not requiring full internal
access. However, we note that such hybrid arrangements are still contentious in the algorithm
auditing community, since they may be seen as jeopardizing the impartiality of auditors.

Enhancing participants’ agency in the context of sociotechnical audits is another major direction
for future work. Recent algorithm auditing research has noted that audits are typically conducted
by a relatively small group of technical experts who have the necessary skills to design, implement,
and report an audit [15]. However, everyday users have a great deal of expertise about their own
communities and how algorithms impact them [66]. As with algorithm auditing, sociotechnical
auditing would benefit from tools that empower end users to lead their own audits and study
harmful algorithmic behavior that auditors miss [33].

Lastly, an exciting byproduct of this method is its capacity to envision and test better alternatives
to our current sociotechnical systems. This is also a major challenge: developing and deploying
compelling and well-executed interventions is no easy task. In some cases, we may opt to simply test
users with algorithmic behavior that already exists in a current or historical system (e.g., comparing
a social media site’s ranked feed with a chronological version). However, our STA method beckons
us to imagine bolder, more creative, or more socially-equitable alternatives. Building on algorithm
audits’ evaluation of the present, sociotechnical audits can help us imagine the future.
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7 CONCLUSION
Algorithm auditing serves as a critical accountability method to understand black-box technical
systems and hold them to legal or ethical standards. But many systems, especially those of interest
to the CSCW community, are sociotechnical—their social, human aspects are as essential as any
technical components. For such systems, algorithm audits only capture one part of the story.
In this paper, we introduced the concept of sociotechnical auditing, a methodology for auditing
algorithmic systems through a wider, sociotechnical lens with the goal of capturing how users and
algorithms jointly influence each other. To demonstrate our method, we developed the Intervenr
system, which enables auditors to enact two-phase, longitudinal, browser-based sociotechnical
audits with consenting, compensated participants. This two-phase design, comprised of an audit
of the system’s algorithmic aspects in the first phase, and of its social aspects (such as its users’
changing behaviors over time) in the second, is one possible form sociotechnical audits can take.
Finally, we conducted a two-week sociotechnical audit of targeted online advertising (𝑁 = 244), first
auditing the current state of ad targeting, and subsequently deploying an ablation intervention to
audit users’ relationship to ad targeting systems. Our case study finds that personalized targeted ads
indeed perform better with users, but that users appear to acclimate to a random partner’s ads after
only a week of exposure. The sociotechnical auditing method allows us to understand the interplay
between ad targeting and its users, suggesting that targeted ads’ performance may be driven in part
by repeated exposures. These results question whether targeting advertising indeed maximizes
benefit for users or whether alternatives might fare comparably for them, especially given the cost
of practices that invasively surveil and capitalize on user data. While algorithm audits help us to
hold today’s existing technical systems accountable for their behavior, sociotechnical audits help us
to develop a broader understanding of how technical and human components intertwine, allowing
us to envision and experiment with alternative algorithm designs beyond the status quo.

ACKNOWLEDGMENTS
We thank our anonymous reviewers; our Ph.D. advisors Michael Bernstein, James Landay, and
Jeffrey Hancock; and colleagues Joon Sung Park and Helena Vasconcelos for their valuable feedback
on our paper. We thank Daniel Howe for sharing helpful guidance on the AdNauseam system,
and we thank Megan Mou, Boyang Jia, and Kyrhee Powell for their assistance with data analysis.
This project was funded by the Brown Institute for Media Innovation at the Stanford School of
Engineering and by the Stanford Institute for Human-Centered Artificial Intelligence (HAI).

REFERENCES
[1] Muhammad Ali, Piotr Sapiezynski, Miranda Bogen, Aleksandra Korolova, Alan Mislove, and Aaron Rieke. 2019.

Discrimination through Optimization: How Facebook’s Ad Delivery Can Lead to Biased Outcomes. Proc. ACM
Hum.-Comput. Interact. 3, CSCW, Article 199 (Nov 2019), 30 pages. https://doi.org/10.1145/3359301

[2] Muhammad Ali, Piotr Sapiezynski, Aleksandra Korolova, Alan Mislove, and Aaron Rieke. 2021. Ad Delivery Algorithms:
The Hidden Arbiters of Political Messaging. In Proceedings of the 14th ACM International Conference on Web Search
and Data Mining (Virtual Event, Israel) (WSDM ’21). Association for Computing Machinery, New York, NY, USA,
13–21. https://doi.org/10.1145/3437963.3441801

[3] Julia Angwin, Jeff Larson, Surya Mattu, and Lauren Kirchner. 2016. Machine bias: There’s software used across the
country to predict future criminals. And it’s biased against blacks. ProPublica, May 23.

[4] Julia Angwin and Terry Parris Jr. 2016. Facebook Lets Advertisers Exclude Users by Race. ProPublica (2016). https:
//www.propublica.org/article/facebook-lets-advertisers-exclude-users-by-race

[5] Anocha Aribarg and Eric M. Schwartz. 2020. Native Advertising in Online News: Trade-Offs Among Clicks, Brand
Recognition, and Website Trustworthiness. Journal of Marketing Research 57 (2020), 20 – 34.

[6] Joshua Asplund, Motahhare Eslami, Hari Sundaram, Christian Sandvig, and Karrie Karahalios. 2020. Auditing Race
and Gender Discrimination in Online Housing Markets. In Proceedings of the International AAAI Conference on
Web and Social Media, Vol. 14. Association for the Advancement of Artificial Intelligence, Menlo Park, CA, 24–35.

Proc. ACM Hum.-Comput. Interact., Vol. 7, No. CSCW2, Article 360. Publication date: October 2023.

https://doi.org/10.1145/3359301
https://doi.org/10.1145/3437963.3441801
https://www.propublica.org/article/facebook-lets-advertisers-exclude-users-by-race
https://www.propublica.org/article/facebook-lets-advertisers-exclude-users-by-race


Sociotechnical Audits 360:29

https://doi.org/10.1609/icwsm.v14i1.7276
[7] Eytan Bakshy, Dean Eckles, Rong Yan, and Itamar Rosenn. 2012. Social Influence in Social Advertising: Evidence from

Field Experiments. In Proceedings of the 13th ACM Conference on Electronic Commerce (Valencia, Spain) (EC ’12).
Association for Computing Machinery, New York, NY, USA, 146–161. https://doi.org/10.1145/2229012.2229027

[8] Jack Bandy. 2021. Problematic Machine Behavior: A Systematic Literature Review of Algorithm Audits. Proc. ACM
Hum.-Comput. Interact. 5, CSCW1, Article 74 (apr 2021), 34 pages. https://doi.org/10.1145/3449148

[9] Brakkton Booker. 2019. Housing Department Slaps Facebook With Discrimination Charge. https://www.npr.org/
2019/03/28/707614254/hud-slaps-facebook-with-housing-discrimination-charge

[10] Joy Buolamwini and Timnit Gebru. 2018. Gender Shades: Intersectional Accuracy Disparities in Commer-
cial Gender Classification. In Proceedings of the 1st Conference on Fairness, Accountability and Transparency
(Proceedings of Machine Learning Research, Vol. 81), Sorelle A. Friedler and Christo Wilson (Eds.). PMLR, 77–91.
https://proceedings.mlr.press/v81/buolamwini18a.html

[11] Ho-Chun Herbert Chang, Matt Bui, and Charlton McIlwain. 2021. Targeted Ads and/as Racial Discrimination: Exploring
Trends in New York City Ads for College Scholarships. arXiv preprint arXiv:2109.15294 (2021).

[12] Le Chen, Ruijun Ma, Anikó Hannák, and Christo Wilson. 2018. Investigating the Impact of Gender on Rank in Resume
Search Engines. In Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems - CHI ’18. ACM
Press, Montreal QC, Canada, 1–14. https://doi.org/10.1145/3173574.3174225

[13] Le Chen, Alan Mislove, and Christo Wilson. 2015. Peeking beneath the hood of uber. In Proceedings of the 2015
internet measurement conference. Association for Computing Machinery, New York, NY, USA, 495–508.

[14] Albert Cherns. 1976. The principles of sociotechnical design. Human relations 29, 8 (1976), 783–792.
[15] Sasha Costanza-Chock, Inioluwa Deborah Raji, and Joy Buolamwini. 2022. Who Audits the Auditors? Recommendations

from a Field Scan of the Algorithmic Auditing Ecosystem. In 2022 ACM Conference on Fairness, Accountability, and
Transparency (Seoul, Republic of Korea) (FAccT ’22). Association for Computing Machinery, New York, NY, USA,
1571–1583. https://doi.org/10.1145/3531146.3533213

[16] Clara Crivellaro, Alex Taylor, Vasillis Vlachokyriakos, Rob Comber, Bettina Nissen, and Peter Wright. 2016. Re-Making
Places: HCI, ’Community Building’ and Change. In Proceedings of the 2016 CHI Conference on Human Factors in
Computing Systems (San Jose, California, USA) (CHI ’16). Association for Computing Machinery, New York, NY, USA,
2958–2969. https://doi.org/10.1145/2858036.2858332

[17] Amit Datta, Michael Carl Tschantz, and Anupam Datta. 2014. Automated experiments on ad privacy settings: A tale of
opacity, choice, and discrimination. arXiv preprint arXiv:1408.6491 (2014).

[18] Lois Anne DeLong. 2021. Facebook Disables Ad Observatory; Academicians and Journalists Fire Back. https:
//cyber.nyu.edu/2021/08/21/facebook-disables-ad-observatory-academicians-and-journalists-fire-back/

[19] Benjamin Edelman, Michael Luca, and Dan Svirsky. 2017. Racial discrimination in the sharing economy: Evidence
from a field experiment. American Economic Journal: Applied Economics 9, 2 (2017), 1–22.

[20] Motahhare Eslami, Sneha R. Krishna Kumaran, Christian Sandvig, and Karrie Karahalios. 2018. Communicating
Algorithmic Process in Online Behavioral Advertising. In Proceedings of the 2018 CHI Conference on Human Factors
in Computing Systems (Montreal QC, Canada) (CHI ’18). Association for Computing Machinery, New York, NY, USA,
1–13. https://doi.org/10.1145/3173574.3174006

[21] Irfan Faizullabhoy and Aleksandra Korolova. 2018. Facebook’s advertising platform: New attack vectors and the need
for interventions. arXiv preprint arXiv:1803.10099 (2018).

[22] David Flint. 1988. Philosophy and principles of auditing: an introduction. Macmillan Education.
[23] E. Goffman. 1979. Gender Advertisements. Harper & Row. https://books.google.com/books?id=HXxHAAAAMAAJ
[24] Megan Graham. 2019. Digital ad revenue in the US surpassed $100 billion for the first time in 2018. CNBC (2019).

https://www.cnbc.com/2019/05/07/digital-ad-revenue-in-the-us-topped-100-billion-for-the-first-time.html
[25] Tim Hwang. 2020. Subprime attention crisis: advertising and the time bomb at the heart of the Internet. FSG originals.
[26] Basileal Imana, Aleksandra Korolova, and John Heidemann. 2021. Auditing for discrimination in algorithms delivering

job ads. In Proceedings of the Web Conference 2021. 3767–3778.
[27] Ramesh Johari, Pete Koomen, Leonid Pekelis, and David Walsh. 2017. Peeking at A/B Tests: Why It Matters, and What

to Do about It. In Proceedings of the 23rd ACM SIGKDD International Conference on Knowledge Discovery and Data
Mining (Halifax, NS, Canada) (KDD ’17). Association for Computing Machinery, New York, NY, USA, 1517–1525.
https://doi.org/10.1145/3097983.3097992

[28] Jeff Johnson, Manoj Hastak, Bernard J. Jansen, and Devesh Raval. 2018. Analyzing Advertising Labels: Testing
Consumers’ Recognition of Paid Content Online. In Extended Abstracts of the 2018 CHI Conference on Human
Factors in Computing Systems (Montreal QC, Canada) (CHI EA ’18). Association for Computing Machinery, New York,
NY, USA, 1–6. https://doi.org/10.1145/3170427.3188533

[29] Levi Kaplan, Nicole Gerzon, AlanMislove, and Piotr Sapiezynski. 2022. Measurement and Analysis of Implied Identity in
Ad Delivery Optimization. In Proceedings of the 22nd ACM InternetMeasurement Conference (Nice, France) (IMC ’22).

Proc. ACM Hum.-Comput. Interact., Vol. 7, No. CSCW2, Article 360. Publication date: October 2023.

https://doi.org/10.1609/icwsm.v14i1.7276
https://doi.org/10.1145/2229012.2229027
https://doi.org/10.1145/3449148
https://www.npr.org/2019/03/28/707614254/hud-slaps-facebook-with-housing-discrimination-charge
https://www.npr.org/2019/03/28/707614254/hud-slaps-facebook-with-housing-discrimination-charge
https://proceedings.mlr.press/v81/buolamwini18a.html
https://doi.org/10.1145/3173574.3174225
https://doi.org/10.1145/3531146.3533213
https://doi.org/10.1145/2858036.2858332
https://cyber.nyu.edu/2021/08/21/facebook-disables-ad-observatory-academicians-and-journalists-fire-back/
https://cyber.nyu.edu/2021/08/21/facebook-disables-ad-observatory-academicians-and-journalists-fire-back/
https://doi.org/10.1145/3173574.3174006
https://books.google.com/books?id=HXxHAAAAMAAJ
https://www.cnbc.com/2019/05/07/digital-ad-revenue-in-the-us-topped-100-billion-for-the-first-time.html
https://doi.org/10.1145/3097983.3097992
https://doi.org/10.1145/3170427.3188533


360:30 Michelle S. Lam et al.

Association for Computing Machinery, New York, NY, USA, 195–209. https://doi.org/10.1145/3517745.3561450
[30] Matthew Kay, Cynthia Matuszek, and Sean A. Munson. 2015. Unequal Representation and Gender Stereotypes in

Image Search Results for Occupations. In Proceedings of the 33rd Annual ACM Conference on Human Factors in
Computing Systems - CHI ’15. ACM Press, Seoul, Republic of Korea, 3819–3828. https://doi.org/10.1145/2702123.
2702520

[31] Ron Kohavi, Diane Tang, Ya Xu, Lars G Hemkens, and John Ioannidis. 2020. Online randomized controlled experiments
at scale: lessons and extensions to medicine. Trials 21, 1 (2020), 1–9.

[32] Cameron Lai and Markus Luczak-Roesch. 2019. You Can’t See What You Can’t See: Experimental Evidence for How
Much Relevant Information May Be Missed Due to Google’s Web Search Personalisation. In Social Informatics, Ingmar
Weber, Kareem M. Darwish, Claudia Wagner, Emilio Zagheni, Laura Nelson, Samin Aref, and Fabian Flöck (Eds.).
Springer International Publishing, Cham, 253–266.

[33] Michelle S Lam, Mitchell L Gordon, Danaë Metaxa, Jeffrey T Hancock, James A Landay, and Michael S Bernstein. 2022.
End-User Audits: A System Empowering Communities to Lead Large-Scale Investigations of Harmful Algorithmic
Behavior. Proceedings of the ACM on Human-Computer Interaction 6, CSCW2 (2022), 1–34.

[34] Anja Lambrecht and Catherine Tucker. 2019. Algorithmic bias? An empirical study of apparent gender-based discrimi-
nation in the display of STEM career ads. Management science 65, 7 (2019), 2966–2981.

[35] Emma Lurie and Deirdre K. Mulligan. 2021. Searching for Representation: A sociotechnical audit of googling for
members of U.S. Congress. arXiv:2109.07012 [cs.CY]

[36] Ulrik Lyngs, Kai Lukoff, Petr Slovak, William Seymour, Helena Webb, Marina Jirotka, Jun Zhao, Max Van Kleek,
and Nigel Shadbolt. 2020. ’I Just Want to Hack Myself to Not Get Distracted’: Evaluating Design Interventions
for Self-Control on Facebook. In Proceedings of the 2020 CHI Conference on Human Factors in Computing Systems
(Honolulu, HI, USA) (CHI ’20). Association for Computing Machinery, New York, NY, USA, 1–15. https://doi.org/10.
1145/3313831.3376672

[37] Arunesh Mathur, Arvind Narayanan, and Marshini Chetty. 2018. Endorsements on Social Media: An Empirical Study
of Affiliate Marketing Disclosures on YouTube and Pinterest. Proc. ACM Hum.-Comput. Interact. 2, CSCW, Article
119 (nov 2018), 26 pages. https://doi.org/10.1145/3274388

[38] AruneshMathur, Jessica Vitak, Arvind Narayanan, andMarshini Chetty. 2018. Characterizing the Use of Browser-Based
Blocking Extensions To Prevent Online Tracking. In Fourteenth symposium on usable privacy and security (SOUPS
2018). 103–116.

[39] J. Nathan Matias. 2023. Humans and algorithms work together—so study them together. Nature 617, 7960 (2023),
248–251.

[40] J. Nathan Matias. 2023. Influencing recommendation algorithms to reduce the spread of unreliable news by encouraging
humans to fact-check articles, in a field experiment. Scientific Reports 13, 1 (2023), 11715.

[41] Charlton McIlwain. 2023. Algorithmic Discrimination: A Framework and Approach to Auditing & Measuring the
Impact of Race-Targeted Digital Advertising. PolicyLink (May 2023).

[42] Leland McInnes and John Healy. 2017. Accelerated Hierarchical Density Based Clustering. In Data Mining Workshops
(ICDMW), 2017 IEEE International Conference on. IEEE, IEEE, New York, NY, 33–42.

[43] L. McInnes, J. Healy, and J. Melville. 2018. UMAP: Uniform Manifold Approximation and Projection for Dimension
Reduction. ArXiv e-prints (Feb 2018), 63 pages. arXiv:1802.03426 [stat.ML]

[44] Danaë Metaxa. 2023. Bias and Discrimination in Digital Advertising. PolicyLink (May 2023).
[45] Danaë Metaxa, Michelle A Gan, Su Goh, Jeff Hancock, and James A Landay. 2021. An image of society: Gender and racial

representation and impact in image search results for occupations. Proceedings of the ACM on Human-Computer
Interaction 5, CSCW1 (2021), 1–23.

[46] Danaë Metaxa, Joon Sung Park, James A. Landay, and Jeff Hancock. 2019. Search Media and Elections: A Longitudinal
Investigation of Political Search Results. Proc. ACMHum.-Comput. Interact. 3, CSCW, Article 129 (Nov 2019), 17 pages.
https://doi.org/10.1145/3359231

[47] Danaë Metaxa, Joon Sung Park, Ronald E Robertson, Karrie Karahalios, Christo Wilson, Jeff Hancock, Christian
Sandvig, et al. 2021. Auditing algorithms: Understanding algorithmic systems from the outside in. Foundations and
Trends® in Human–Computer Interaction 14, 4 (2021), 272–344.

[48] Richard Meyes, Melanie Lu, Constantin Waubert de Puiseau, and Tobias Meisen. 2019. Ablation studies in artificial
neural networks. arXiv preprint arXiv:1901.08644 (2019).

[49] Mozilla. 2021. Take back control from the algorithm. https://foundation.mozilla.org/en/youtube/regretsreporter/.
[50] Mozilla. 2021. Take control over your data with Rally, a novel privacy-first data sharing plat-

form. https://blog.mozilla.org/en/mozilla/take-control-over-your-data-with-rally-a-novel-privacy-first-data-sharing-
platform/.

[51] Eni Mustafaraj, Emma Lurie, and Claire Devine. 2020. The Case for Voter-Centered Audits of Search Engines during
Political Elections. In Proceedings of the 2020 Conference on Fairness, Accountability, and Transparency (Barcelona,

Proc. ACM Hum.-Comput. Interact., Vol. 7, No. CSCW2, Article 360. Publication date: October 2023.

https://doi.org/10.1145/3517745.3561450
https://doi.org/10.1145/2702123.2702520
https://doi.org/10.1145/2702123.2702520
https://arxiv.org/abs/2109.07012
https://doi.org/10.1145/3313831.3376672
https://doi.org/10.1145/3313831.3376672
https://doi.org/10.1145/3274388
https://arxiv.org/abs/1802.03426
https://doi.org/10.1145/3359231


Sociotechnical Audits 360:31

Spain) (FAT* ’20). Association for Computing Machinery, New York, NY, USA, 559–569. https://doi.org/10.1145/
3351095.3372835

[52] Helen Nissenbaum and Howe Daniel. 2009. TrackMeNot: Resisting Surveillance in Web Search. Lessons from the
Identity Trail: Anonymity, Privacy, and Identity in a Networked Society 1, 1 (2009), 23 pages.

[53] Ziad Obermeyer, Brian Powers, Christine Vogeli, and Sendhil Mullainathan. 2019. Dissecting racial bias in an algorithm
used to manage the health of populations. Science 366, 6464 (2019), 447–453. https://doi.org/10.1126/science.aax2342
arXiv:https://www.science.org/doi/pdf/10.1126/science.aax2342

[54] Andrew Perrin. 2021. Mobile Technology and Home Broadband 2021. https://www.pewresearch.org/internet/2021/
06/03/mobile-technology-and-home-broadband-2021/

[55] Christopher Pollitt and Hilkka Summa. 1996. Performance audit and evaluation: Similar tools, different relationships?
New Directions for Evaluation 1996, 71 (1996), 29–50.

[56] Alec Radford, Jong Wook Kim, Chris Hallacy, Aditya Ramesh, Gabriel Goh, Sandhini Agarwal, Girish Sastry, Amanda
Askell, Pamela Mishkin, Jack Clark, Gretchen Krueger, and Ilya Sutskever. 2021. Learning Transferable Visual Models
From Natural Language Supervision. https://doi.org/10.48550/ARXIV.2103.00020

[57] Inioluwa Deborah Raji and Joy Buolamwini. 2019. Actionable Auditing: Investigating the Impact of Publicly Naming
Biased Performance Results of Commercial AI Products. In Proceedings of the 2019 AAAI/ACM Conference on AI,
Ethics, and Society (Honolulu, HI, USA) (AIES ’19). Association for Computing Machinery, New York, NY, USA,
429–435. https://doi.org/10.1145/3306618.3314244

[58] Inioluwa Deborah Raji, Andrew Smart, Rebecca N. White, Margaret Mitchell, Timnit Gebru, Ben Hutchinson, Jamila
Smith-Loud, Daniel Theron, and Parker Barnes. 2020. Closing the AI Accountability Gap: Defining an End-to-End
Framework for Internal Algorithmic Auditing. In Proceedings of the 2020 Conference on Fairness, Accountability,
and Transparency (Barcelona, Spain) (FAT* ’20). Association for Computing Machinery, New York, NY, USA, 33–44.
https://doi.org/10.1145/3351095.3372873

[59] Byron Reeves, Nilam Ram, Thomas N. Robinson, James J. Cummings, C. Lee Giles, Jennifer Pan, Agnese Chiatti,
Mj Cho, Katie Roehrick, Xiao Yang, Anupriya Gagneja, Miriam Brinberg, Daniel Muise, Yingdan Lu, Mufan Luo,
Andrew Fitzgerald, and Leo Yeykelis. 2021. Screenomics: A Framework to Capture and Analyze Personal Life
Experiences and the Ways that Technology Shapes Them. Human–Computer Interaction 36, 2 (2021), 150–201.
https://doi.org/10.1080/07370024.2019.1578652 arXiv:https://doi.org/10.1080/07370024.2019.1578652 PMID: 33867652.

[60] Marc Resnick and William Albert. 2014. The Impact of Advertising Location and User Task on the Emergence of
Banner Ad Blindness: An Eye-Tracking Study. International Journal of Human–Computer Interaction 30, 3 (2014),
206–219. https://doi.org/10.1080/10447318.2013.847762 arXiv:https://doi.org/10.1080/10447318.2013.847762

[61] Ronald E. Robertson, Shan Jiang, Kenneth Joseph, Lisa Friedland, David Lazer, and Christo Wilson. 2018. Auditing
Partisan Audience Bias within Google Search. Proc. ACM Hum.-Comput. Interact. 2, CSCW, Article 148 (Nov 2018),
22 pages. https://doi.org/10.1145/3274417

[62] Lydia Saad. 2015. Most Smartphone Users Still Rely on Computer for Web Purchases. https://news.gallup.com/poll/
184037/smartphone-users-rely-computer-web-purchases.aspx

[63] Christian Sandvig, Kevin Hamilton, Karrie Karahalios, and Cedric Langbort. 2014. Auditing Algorithms: Research
Methods for Detecting Discrimination on Internet Platforms. Data and discrimination: converting critical concerns
into productive inquiry 22 (2014), 23 pages.

[64] Piotr Sapiezynski, Avijit Ghosh, Levi Kaplan, Aaron Rieke, and Alan Mislove. 2022. Algorithms that" Don’t See Color"
Measuring Biases in Lookalike and Special Ad Audiences. In Proceedings of the 2022 AAAI/ACM Conference on AI,
Ethics, and Society. Association for Computing Machinery, New York, NY, USA, 609–616.

[65] Eduardo Schnadower Mustri, Idris Adjerid, and Alessandro Acquisti. 2023. Behavioral Advertising and Consumer
Welfare: An Empirical Investigation. Available at SSRN 4398428 (2023). https://dx.doi.org/10.2139/ssrn.4398428

[66] Hong Shen, Alicia DeVos, Motahhare Eslami, and Kenneth Holstein. 2021. Everyday AlgorithmAuditing: Understanding
the Power of Everyday Users in Surfacing Harmful Algorithmic Behaviors. Proc. ACM Hum.-Comput. Interact. 5,
CSCW2, Article 433 (Oct 2021), 29 pages. https://doi.org/10.1145/3479577

[67] Till Speicher, Muhammad Ali, Giridhari Venkatadri, Filipe Ribeiro, George Arvanitakis, Fabrício Benevenuto,
Krishna Gummadi, Patrick Loiseau, and Alan Mislove. 2018. Potential for discrimination in online
targeted advertising. In Proceedings of the 1st Conference on Fairness, Accountability and Transparency
(Proceedings of Machine Learning Research, Vol. 81), Sorelle A. Friedler and Christo Wilson (Eds.). PMLR, 5–19.
https://proceedings.mlr.press/v81/speicher18a.html

[68] Erin J Strahan, Anne E Wilson, Kate E Cressman, and Vanessa M Buote. 2006. Comparing to perfection: How cultural
norms for appearance affect social comparisons and self-image. Body image 3, 3 (2006), 211–227.

[69] Latanya Sweeney. 2013. Discrimination in Online Ad Delivery. Queue 11, 3, Article 10 (March 2013), 20 pages.
https://doi.org/10.1145/2460276.2460278

Proc. ACM Hum.-Comput. Interact., Vol. 7, No. CSCW2, Article 360. Publication date: October 2023.

https://doi.org/10.1145/3351095.3372835
https://doi.org/10.1145/3351095.3372835
https://doi.org/10.1126/science.aax2342
https://arxiv.org/abs/https://www.science.org/doi/pdf/10.1126/science.aax2342
https://www.pewresearch.org/internet/2021/06/03/mobile-technology-and-home-broadband-2021/
https://www.pewresearch.org/internet/2021/06/03/mobile-technology-and-home-broadband-2021/
https://doi.org/10.48550/ARXIV.2103.00020
https://doi.org/10.1145/3306618.3314244
https://doi.org/10.1145/3351095.3372873
https://doi.org/10.1080/07370024.2019.1578652
https://arxiv.org/abs/https://doi.org/10.1080/07370024.2019.1578652
https://doi.org/10.1080/10447318.2013.847762
https://arxiv.org/abs/https://doi.org/10.1080/10447318.2013.847762
https://doi.org/10.1145/3274417
https://news.gallup.com/poll/184037/smartphone-users-rely-computer-web-purchases.aspx
https://news.gallup.com/poll/184037/smartphone-users-rely-computer-web-purchases.aspx
https://dx.doi.org/10.2139/ssrn.4398428
https://doi.org/10.1145/3479577
https://proceedings.mlr.press/v81/speicher18a.html
https://doi.org/10.1145/2460276.2460278


360:32 Michelle S. Lam et al.

[70] Catherine E. Tucker. 2014. Social Networks, Personalized Advertising, and Privacy Controls. Journal of Marketing
Research 51, 5 (2014), 546–562. https://doi.org/10.1509/jmr.10.0355 arXiv:https://doi.org/10.1509/jmr.10.0355

[71] Giridhari Venkatadri and Alan Mislove. 2020. On the Potential for Discrimination via Composition. In Proceedings of
the ACM Internet Measurement Conference. 333–344.

[72] Christo Wilson, Avijit Ghosh, Shan Jiang, Alan Mislove, Lewis Baker, Janelle Szary, Kelly Trindel, and Frida Polli.
2021. Building and Auditing Fair Algorithms: A Case Study in Candidate Screening. In Proceedings of the 2021
ACM Conference on Fairness, Accountability, and Transparency (Virtual Event, Canada) (FAccT ’21). Association for
Computing Machinery, New York, NY, USA, 666–677. https://doi.org/10.1145/3442188.3445928

[73] Eric Zeng, Tadayoshi Kohno, and Franziska Roesner. 2021. What Makes a “Bad” Ad? User Perceptions of Problematic
Online Advertising. In Proceedings of the 2021 CHI Conference on Human Factors in Computing Systems (Yokohama,
Japan) (CHI ’21). Association for Computing Machinery, New York, NY, USA, Article 361, 24 pages. https://doi.org/10.
1145/3411764.3445459

[74] Eric Zeng, Rachel McAmis, Tadayoshi Kohno, and Franziska Roesner. 2022. What Factors Affect Targeting and
Bids in Online Advertising? A Field Measurement Study. In Proceedings of the 22nd ACM Internet Measurement
Conference (Nice, France) (IMC ’22). Association for Computing Machinery, New York, NY, USA, 210–229. https:
//doi.org/10.1145/3517745.3561460

A APPENDIX
A.1 Intervenr Implementation Details
A.1.1 Browser extension. The browser extension is implemented as a Google Chrome extension
using Manifest Version 2 with two independent content scripts. The registration script handles the
linking between the participant’s extension and their account on the web application. The reconnect
script performs this linking again at the user’s request (from the web app homepage) if the link
has been broken. Additionally, one or more custom content scripts are responsible for handling the
main intervention-related logic to (1) collect data from the webpage and send it the web app and/or
(2) receive data from the web app to modify contents of the webpage. These can be modified to
perform the relevant intervention logic for a particular sociotechnical audit.

A.1.2 Web application. Our web application is a Django web app with a PostgreSQL database. In
production, we run the web app on a Heroku 1X web server and with an Amazon RDS PostGreSQL
database. The Django backend consists of the following components: (1) onboard: classes supporting
the user onboarding flow and forms, (2) frontend: classes supporting all of the participant-facing and
auditor-facing interfaces, including surveys, and (3) extension: classes supporting communication
with the browser extension and intervention-related database reading and writing.

A.1.3 Data analysis pipeline. The data analysis pipeline is set up on an Amazon EC2 server with
several custom Python scripts that are configured to run using cron jobs. These scripts can be
customized depending on the particular sociotechnical audit, but examples include scripts to
download persistent copies of images to a Amazon S3 bucket, scripts to resolve and store URLs, and
scripts to perform natural language processing and computer vision tasks on raw text or images.
These scripts commonly read from and write to the RDS database, enabling subsequent downstream
analysis via queries to the RDS database in PostgreSQL applications or computational notebooks.

A.2 Ad-specific Infrastructure Details
A.2.1 Ads-specific browser extension. Our extension needed to detect and collect ads, swap in
new ad content, and track user views and clicks on ads. Our extension built on AdNauseam12, an
open-source browser extension that itself builds on top of uBlock Origin13, a content-blocking
extension that blocks ads, trackers, and malware sites. We selected AdNauseam because it both

12https://adnauseam.io
13https://github.com/gorhill/uBlock
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incorporates up-to-date ad detection as well as logic to extract and save detected ads [52]. Starting
from this extension, we integrated the Intervenr browser extension functionality that communicates
with our web application. We then added functionality to send detected ads to our web app to
be stored in the database by sending requests to web app endpoints. Then, a large portion of our
additional implementation work involved the functionality to perform ad swapping. This extension
logic was responsible for dynamically removing existing ads from the webpage, querying our
web app for swap-ads, and altering the participant webpage code to insert swap-ads in the same
positions as the old ads.

Finally, we added custom user view and click tracking. We implemented ad view tracking using
the Intersection Observer API14, which allowed us to compare target elements (webpage elements
containing ads, in our case) with the user’s visible viewport. This allowed us to track whether
each of the ads that are delivered to the user on a webpage actually entered the visible portion
of the screen. We added this view-tracking both to original ads in the observational phase and to
swap-ads in the intervention phase. Then, we implemented ad click tracking using JavaScript event
listeners for clicks on ad webpage elements. We again added this click-tracking both to original ads
in the observational phase and to swap-ads in the intervention phase.

A.2.2 Web application. We extended our web application to communicate with our ads-specific
browser extension to enable our intervention, and we set up the custom sampling and user interfaces
required for our surveys. These changes included implementing endpoints to respond to several
request types: storing detected ads, updating ad view and click counts, and fetching swap-ads to
render on participant webpages. We also added functionality to automatically alter the system’s
behavior based on the study phase. During the observational phase, the endpoints only recorded
original ads. In the intervention phase, they recorded both original ads and swap ads.

We also extended the auditor admin functionality to allow us to assign random swap partners and
preview participant surveys, and added custom dashboard views to track study metrics including
ads collected and survey completion for all participants.
To instantiate the survey design described in Section 4.4, we created custom Django Forms in

the backend to support our questions and set up frontend interface pages to render them. The
backend implementation included logic to randomly sample holistic and per-ad questions. To
reduce load-time for users, we pre-generated and cached these ad samples before surveys were
released to participants.

A.2.3 Data analysis pipeline. We extended our data analysis pipeline to support ads-specific data
processing needs. First, we needed to resolve the links associated with ads, since oftentimes the
links used on ads are shortlinks that redirect (often multiple times) to different final sites. This
link-resolving process can take longer than a typical page load time and can disrupt participant
experiences if conducted on the fly. We created a link-resolving script that ran nightly on our data
analysis server, iterating through all ads collected that day and resolving their links.
Next, for our survey to include ads with and without people, we performed post-processing

on all images to determine whether they contained people. We used cvlib15, an open-source
computer vision library for Python, to perform object and person detection. This library uses the
YOLOv3 model trained on the COCO dataset, which features 80 common object categories.16 The
object-detection script again ran nightly on our data analysis server, iterating through all image
ads from the past day, running images through the object-detection model, and storing the results.

14https://developer.mozilla.org/en-US/docs/Web/API/Intersection_Observer_API
15https://www.cvlib.net/
16https://github.com/arunponnusamy/object-detection-opencv/blob/master/yolov3.txt
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Fig. 14. Ad metrics by seen-status. In the observational phase, we observe higher metric values for ads that
were seen (participants’ own ads), but in the intervention phase, ads that were seen and unseen have more
comparable metric values.
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Fig. 15. Ad metrics by targeted-user. In the observational phase, we observe higher metric values for ads
targeted to the user (comparing the two blue points in each chart), but in the intervention phase, sentiment
towards partner ads increases (comparing the blue and red points in the two rightmost columns in each
figure).

Since this processing is more computationally expensive, we distributed this processing across
multiple servers.

Lastly, advertisement images were extracted as URLs to remotely-hosted images, but these URLs
often go stale over time. To avoid losing access to ad images, we downloaded all ad images to
persistent storage using another nightly script.

A.3 Results: Per-ad survey results for seen-status and has-people
For the factor of seen-status, we observed that ad interest, representativity, and recognition all
decreased for ads that were seen andmaintained roughly stable for ads that were not seen (Figure 14).
Then, for the factor of has-people, we observed that the three metrics decreased for ads that did
not contain people and increased for ads that did contain people (Figure 16).
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Fig. 16. Ad metrics by has-people. In the observational phase, ads without people achieved higher metric
values, but in the intervention phase, ads with people received slightly higher metric values.

A.4 Results: Ad Sources and Targets
Ad sources. Out of all ads collected, the most common ad sources—the domain on which the ad
appeared—were Reddit (23.4%), Yahoo (15.46%), Google (12.76%), Facebook (3.8%), and Ebay (2.17%),
with other sources comprising 38.82% of ads. Since these proportions can be impacted by the volume
of ads that different sites display on the page, we also looked at the proportion of participants
whose ads included each ad source. We found that across participants, the most common ad sources
were Google (6.14%), Reddit (2.54%), Amazon (1.75%), and Yahoo (1.48%).

Ad targets. Out of the full ad pool, the most common ad targets—the domain an ad linked to—were
Google (43.34%), Reddit (11.89%), Yahoo (8.0%), Amazon (4.07%), LinkedIn (2.02%), Facebook (1.51%),
Walmart (1.18%), and Dianomi (1.13%), with other targets comprising 26.87% of ads. Breaking
down by the proportion of participants whose ads included each ad target, we observed that the
most common ad targets were Google (6.26%), Amazon (1.56%), Reddit (1.42%), Yahoo (1.29%),
and Walmart (1.19%). These ad target links are often internal links that redirect to other external
pages, so we also looked into the resolved target links. We found that out of all ads, the most
common resolved at target links were Reddit (11.98%), Yahoo (6.92%), Google (5.88%), Amazon
(4.57%), Walmart (4.11%), Facebook (1.69%), and Capital One Shopping (1.60%).

A.5 Results: Additional Advertisement Analyses
We conducted preliminary qualitative analyses to provide additional context on the content of ads
delivered to our study participants, relying on automated methods such as image clustering and
automated image classification to give us a rough idea of high-level trends in ad image content.

A.5.1 Qualitative analyses. Given the scale of our ad collection with over 314k ads and over 88.6k
ads in the observational phase, we performed clustering on a random sample of ad images and
qualitatively analyzed the resulting clusters. We filtered to observational phase ads and selected a
random sample of 10,000 ads. Then, we used CLIP, a pretrained image-to-text model, to transform
raw images to 512-dimensional embeddings [56]. We next applied UMAP (uniform manifold
approximation and projection) to perform additional dimensionality reduction [43]. Finally, we
passed these reduced embeddings to the HDBSCAN (hierarchical density-based spatial clustering
of applications with noise) clustering algorithm [42]. Since HDBSCAN is density-based, it does not
require upfront specification of fine-grained parameters such as the number of total clusters, and it
can tolerate noisy data.
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Ad Cluster Summary Count Percentage

Bottled products 453 22.9%
Celebrity headshots 289 14.6%
Horizontal banner ads 257 13.0%
Hardware and equipment 236 11.9%
Coupons, discounts, and offers 104 5.3%
Stock photos of offices, work, and collaboration 102 5.2%
AdChoices logo 101 5.1%
Natural food and ingredients 96 4.9%
Black-and-white photos 75 3.8%
Sneakers and athletic goods 61 3.1%
Fashion, clothing, and shoes 51 2.6%
Furniture and home goods 43 2.2%
Animated horizontal banner GIF ads 31 1.6%
Boxed and bagged products 29 1.5%
Technology and product brand-oriented ads 24 1.2%
CapitalOne promo code ad 24 1.2%

Table 3. Summary of ad image clusters, sorted by frequency. The clusters span a variety of product categories,
image contents, and ad formats.

This method assigned 1,976 images to sixteen clusters of size 20 or greater, while the remaining
images were not assigned to a cluster of sufficient size. For each cluster, a member of the research
team reviewed the images and summarized high-level themes. The cluster summaries and respective
frequency (out of images assigned to clusters) are shown in Table 3. We find a broad variety of
ad types in terms of product categories (e.g., hardware, furniture, clothing, food, athletic gear,
tech products, financial services, employment and educational opportunities), image contents (e.g.,
celebrities, brand logos, stock photos), and ad formats (e.g., horizontal banner ads, product images,
animated gifs, coupons and offers).

A.5.2 Object analyses. We performed automated object detection to gather high-level trends in
the objects contained in participant ad images. As described in Section A.2.3, all ad images were
processed with a computer vision model for object detection, which captures 80 object categories,
including a “person” category. We found that among observational phase ads, 52.5% contained
any of the object categories, and 27.3% contained people. Figure 17 reports those occuring most
frequently. For comparison, people were detected more frequently than any object—around 7 times
the number of occurrences of the second most common object category, “bottle.”
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Fig. 17. Frequency of object categories among observational phase ads.
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