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Untargeted Attack
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Adversarial Defense

I Algorithm

Adversarial Samples




Adversarial Training
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Natural Samples Adversarial Samples

~

J(0,z,y) = aJ(0,z,y) + (1 — a)J (0, 2°%,y)

Loss Function Natural Samples Adversarial Samples

Goodfellow et al, 2014



https://arxiv.org/abs/1412.6572

Adversarial Training
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https://arxiv.org/pdf/1706.06083.pdf

Results on FGSM

e Accuracy on Adversarial Examples

Dataset: ImageNet

FGSM
Xodv — X 4 ¢ sign(VXJ(Xv ytrue))

Clean | e=2 | e=4 | e=8 | e=16

Baseline topl | 78.4% | 30.8% | 27.2% | 27.2% | 29.5%
(standard training) | top 5 | 94.0% | 60.0% | 55.6% | 55.1% | 57.2%
Adv. training topl | 77.6% | 73.5% | 74.0% | 74.5% | 73.9%
topS | 93.8% | 91.7% | 91.9% | 92.0% | 91.4%

Deeper model topl | 78.7% | 33.5% | 30.0% | 30.0% | 31.6%
(standard training) | top5 | 94.4% | 63.3% | 58.9% | 58.1% | 59.5%
Deeper model topl | 78.1% [75.4% | 75.1% | 15.6% | 14.4%
(Adyv. training) topS | 94.1% | 92.6% | 92.7% | 92.5% | 91.6%

Kurakin et al, 2017



https://arxiv.org/pdf/1611.01236.pdf

Results on FGSM

e Adversarial Accuracy / Clean Image Accuracy

o Ratio -> 1 successful adversarial attack
o Ratio -> 0 successful adversarial defense
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https://arxiv.org/pdf/1611.01236.pdf

Flexibility

e Plug-in any attack techniques
J(0,2,y) = aJ(0,2,y) + (1 — ) J(0,2°%,y)

High
loss

e Examples

o FGSM
o Projected Gradient Descent (PGD) (Madry
et al, 2017)

max L(x',y;0)

x| % — x| |sa <0



https://arxiv.org/pdf/1706.06083.pdf
https://arxiv.org/pdf/1706.06083.pdf

Computational Costs

e Costs Associated with Generating Adversarial Samples

XJG\LId& — ClipX,e{X]‘{,d” + « sign(VX JEX e ytme))}
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Input Transformations

label

Input Transformation

Adversarial Sample Guo et al, 2018



https://arxiv.org/pdf/1711.00117.pdf

Input Transformations

e (Goal: Disrupt Adversarial Perturbations

e Image cropping/re-scaling
e Bit-depth reduction

16-(7:01\112:120“ Citl—)c?rs C;lirs Guo et al. 201 8



https://arxiv.org/pdf/1711.00117.pdf

Input Transformations

Goal: Disrupt Adversarial Perturbations

Image cropping/re-scaling
Bit-depth reduction

JPEG compression

Total variation minimization
Image quilting

Original TV Minimization Image Quilting

Guo et al, 2018



https://arxiv.org/pdf/1711.00117.pdf

Total Variation Minimization
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https://www-pequan.lip6.fr/~bereziat/cours/master/vision/papers/rudin92.pdf

Image Quilting
e Synthesizes images by piecing together small patches taken from a database

of image patches
e Database contains only clean images

Efros et al, 2001
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Input Transformation Defense

Training:

transform @

Setting a, clean training Setting b, training with transformations

Testing: E adversary transform prediction

Guo et al, 2018



https://arxiv.org/pdf/1711.00117.pdf

Results with Clean Image Training

ResNet on ImageNet
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https://arxiv.org/pdf/1711.00117.pdf

Gradient Shattering

e Can we design specialized attacks that target input transformations?
o We show previously the results using FGSM and C&W

e Input Transformations belongs to a family of defense methods
that causes Gradient Shattering

” adversary el Y transform prediction
B B .s E‘ 4

Train our own adversary that targets input transformations?
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Stochastic Gradients

-< . —§:i—

gradients

w2

Xadv, — ClipX,E{Xj‘{,dv + asign (Vx J(X 0, ytme))}




Dropout

Dropout randomly turns off activations by a fixed probability r
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Stochastic Activation Pruning (SAP)

e Stochastic Activation Pruning turns off activations based on a learned
probability

e Draw with replacement for each activation

A
pi — (h*);
J a’ -
— (2
/ k=1 |(h )k|
probability of turning on o ?'mbtgddingfhof |
th o ~tivat :th e " activation on the k™ layer
the " activation on the i layer J y Dhillon et al. 2018



https://arxiv.org/abs/1803.01442

Defense Results
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https://arxiv.org/abs/1803.01442

Summary of Defense Strategies

Defense Methods General Idea
Adversarial Training Mixing adversarial samples with natural samples during training
Input Transformation Adding transformation to make defense non-differentiable

Stochastic Gradients Causing gradients to be randomized
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Obfuscated Gradients

e A defense method is said to achieve Obfuscated Gradients if
o It prevents the attack methods from utilizing useful gradient information

e Shattered Gradients

o Present a defense method that is non-differentiable or numerically unstable
o e.g., Input Transformations

e Stochastic Gradients
o Present a defense method that is randomized, causing single samples to incorrectly
estimate the true gradients.

o e.g., Stochastic Activation Pruning
Athalye et al, 2018



https://arxiv.org/pdf/1802.00420.pdf

Backward Pass Differentiable Approximation (BPDA)

e Bypass Shattered Gradients by its differnetable approximations.

9(x)

g(x) ~x
Causes Shattered Gradients

fo(g(:c)) |x:§: ~ wa(g;) |x:g(§;) Athalye et al, 2018


https://arxiv.org/pdf/1802.00420.pdf

BPDA In Neural Networks

forward pass, using
VA(x) g
X

backward pass, using V _f(g(x))

Athalye et al, 2018



https://arxiv.org/pdf/1802.00420.pdf

Handling Stochastic Gradients

e Applying the expectations of multiple Stochastic Gradients

VE;7f(t(z)) = E¢or VI (t(2))



Results

Defense Dataset Distance Accuracy on
Adversarial
Samples
Adversarial Training CIFAR 0.031(1) 47%
(Madry et al, 2018)
Input Transformations ImageNet 0.005(1,) 0%
(Guo et al, 2018)
Stochastic Gradients CIFAR 0.031 (1) 0%
(Dhillon et al, 2018)

Athalye et al, 2018



https://arxiv.org/pdf/1802.00420.pdf
https://arxiv.org/pdf/1706.06083.pdf
https://arxiv.org/abs/1711.00117
https://arxiv.org/pdf/1803.01442.pdf

But Why is Adversarial Training More Robust?
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Robust Optimization

e Train a robust model

o In the neighborhood of x
o Under the worst case scenario in terms of the loss function

m
min J (0, z,y) = min max J (0, Z;,y;)
0 0 — x;clU;
1= T
uncertainty sets loss function

Shaham et al, 2016



https://arxiv.org/pdf/1511.05432.pdf

Linear Regression As A Robust Optimization

e \We can write Linear Regression in the form of Robust Optimization

min || Az — b]| + Allz|lx

i

min max |[(A+ AA)x — b|
T ||AAlso,2<p

Shaham et al, 2016

Robust Optimization


https://arxiv.org/pdf/1511.05432.pdf

Adversarial Training As A Robust Optimization

e \We can also write Adversarial Training in the form of Robust
Optimization

J(0,z,y) = aJ(9,z,y) + (1 — a)J(0,2°%,y)

it

m
rrbin J(0,2,y) = mein ' %fléﬁi J(0,%;,y;)
=1
Ay, =arg max  Jp,,(z; + A) Shaham et al, 2016

Az, +AEU;
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Certified Defense

e (Guarantee the performance against Adversarial Attack

e (Guaranteed for a family of networks

fi(z) = VT o(Wa)

Two-layer Neural Network

Raghunathan et al, 2018



https://arxiv.org/pdf/1801.09344.pdf

Bounded Performance

Error Margin f(a:) — fl(a:) — f2(CU)

incorrect class  correct class

f(A(z)) < f(Aop(z)) < f(z)+e max [[VF(Z)|1 < for(z) < fspp()

Error of any attack  Error of optimal attack Bounds Computationally

Feasible Bounds



Bounded Performance

Error Margin f(a:) = fl(a:) = f2(CU)

incorrect class  correct class

f(A(z)) < f(Aop(z)) < f(z)+e max [[VF(@)|1 < for(z) < fspp()

ZEB(x)

fspp(x) = f(z) + ¢ max (M (v, W), P) /

4 p-0,diag(P)<1

solution to semidefinite program Upper Bound
(SDP)
dof . 0 e dia(g()v) o
M( 7I/V) < 0 0 W di lef B
' diag(v) W1 diag(v)" W Sag ’ v Vi—V,



Training Certified Defense

f(A(x)) < f(Aop(z)) < f(w)+6£glgﬁ<m) V@)1 < for(z) < fspp(e)

def

fspp(z) = f(z) +

€
° M P
R (M(v,W), P)

* TR ] MY
(W™, V™) = argvr‘rfunz&ls (V,W;Zpn,Yn) + ;)\ on,firil%)(cp)g1< (V, W),P>

parameters to the loss function hyper-parameter Defense Certification
two-layer neural network



Results

Comparing robustness of networks

bounds networks

e

= PGD on AT-NN
SDP on AT-NN
= PGD on SDP-NN
SDP on SDP-NN
= PGD on Spe-NN
SDP on Spe-NN
= PGD on Fro-NN
SDP on Fro-NN
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Raghunathan et al, 2018
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Results

e No attack that perturbs each pixel by at most = 0.1 can cause more
than 35% test error.

Network | PGD error | SDP bound
SDP-NN 15% 35%

SDP-NN - Proposed training objective
PGD - upper bound

SDP - lower bound

€=0.1



Summary

e Robustness of ML Models
o Preventing models from being abused by malicious attack

e Adversarial Attack
o Confuses models by manipulating input data
o Evasion attack
o Poisoning attack
o Exploratory attack

e Attack Strategies
o FGSM - white-box
o C&W -white-box
o Jacobian-based Data Augmentation - black-box



Summary

e Adversarial Defense
o Equip models with the ability to defend adversarial attacks

e Defense Strategies
o Adversarial Training
m Robust Optimization
o Gradient Shattering
o Stochastic Gradients

e BPDA

o Attack all defense models utilizing Obfuscated Gradients

e Certified Defense
o Provable performance for certain types of networks
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